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QUESTION 1
HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has Azure Active Directory Premium
Plan 1 licenses.

You need to create a group named Groupl that will be assigned the Global reader role.

Which portal should you use to create Groupl, and which type of group should you create? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Portal: | v
The Azure Active Directory admin center only
The Microsoft 365 admin center only
The Azure Active Directory admin center on the Microsoft 365 admin center

Group type: v

Security only
Microsoft 365 only
Security or mail-enabled security only
Security or Microsoft 365 only
Security, Microsoft 365, or mail-enabled security

Correct Answer:

Portal: v

[ The Azure Active Directory admin center only
The Microsoft 365 admin center only
The Azure Active Directory admin center on the Microsoft 365 admin center

Group type: v
Security only
Microsoft 365 only
Security or mail-enabled security only
Security or Microsoft 365 only
Security, Microsoft 365, or mail-enabled security
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QUESTION 2

You have an Azure Active Directory (Azure AD) tenant that contains 500 users and an administrative unit named AU1.
From the Azure Active Directory admin center, you plan to add the users to AU1 by using Bulk add members.
You need to create and upload a file for the bulk add.

What should you include in the file?

A. only the display name of each user

B. only the user principal name (UPN) of each user

C. only the user principal name (UPN) and display name of each user

D. only the user principal name (UPN) and object identifier of each user

E. only the object identifier of each user

Correct Answer: C

To create users in bulk:

Sign in to your Azure AD organization with an account that is a User administrator in the organization.

In Azure AD, select Users > Bulk create.

On the Bulk create user page, select Download to receive a valid comma-separated values (CSV) file of user properties,
and then add users you want to create.

Select a local CSV file in which you list the users you want to add

Open the CSYV file and add a line for each user you want to create. The only required values are Name, User principal
name, Initial password and Block sign in (Yes/No). Then save the file.

The CSV file contains names and IDs of the users to create

On the Bulk create user page, under Upload your CSV file, browse to the file. When you select the file and click Submit,
validation of the CSYV file starts.

After the file contents are validated, you'll see File uploaded successfully. If there are errors, you must fix them before
you can submit the job.

When your file passes validation, select Submit to start the Azure bulk operation that imports the new users.
When the import operation completes, you\\'ll see a notification of the bulk operation job status.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/users-bulk-add
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QUESTION 3
HOTSPOT

You have a management group named Groupl that contains an Azure subscription named subl. Subl has a
subscription ID of 11111111-1234-1234-1234-1111111111.

You need to create a custom Azure role-based access control (RBAC) role that will delegate permissions to manage the
tags on all the objects in Group1.

What should you include in the role definition of Role1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Resource provider: v
‘Microsoft. Authorization
Microsoft.Resources
Microsoft.Support
Assignable scope: v
/
/Group1

| /subscriptions/11111111-1234-1234-1234-1111111111

Correct Answer:

Resource provider: v
'Microsoft.Authorization
 Microsoft.Resources
Microsoft.Support
Assignable scope: v
/
/Group1

| /subscriptions/11111111-1234-1234-1234-1111111111

Note: Assigning a custom RBAC role as the Management Group level is currently in preview only. So, for now the
answer to the assignable scope is the subscription level.

Reference: https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles https://docs.microsoft.com/en-
us/azure/role-based-access-control/custom-roles-portal#step-5-assignable-scopes
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QUESTION 4
SIMULATION

You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1. The solution
must minimize the attack surface of VM1.

To complete this task, sign in to the Azure portal.
A. See the explanation below.

Correct Answer: A

To enable the RDP port in an NSG, follow these steps:

1.

Sign in to the Azure portal.

2.

In Virtual Machines, select VM1

3.

In Settings, select Networking.

4,

In Inbound port rules, check whether the port for RDP is set correctly. The following is an example of the configuration:
Priority: 300 Name: Port_3389 Port(Destination): 3389 Protocol: TCP Source: Any Destinations: Any Action: Allow

Reference: https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp-nsg-problem

QUESTION 5
HOTSPOT

You have 20 Azure subscriptions and a security group named Groupl. The subscriptions are children of the root
management group.

Each subscription contains a resource group named RG1.

You need to ensure that for each subscription RG1 meets the following requirements:
1.

The members of Groupl are assigned the Owner role.

2.
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The modification of permissions to RG1 is prevented.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Configure role-based access control (RBAC)
role assignments by using:

Prevent the modification of permissions to
RG1 by using:

Correct Answer:

Answer Area

Configure role-based access control (RBAC)
role assignments by using:

Prevent the modification of permissions to
RG1 by using:

Azure Blueprints
Azure Palicy

Azure Security Center

v

A resource lock
A role-based access control (RBAC) role assignment
at the resource group level

Azure Blueprint assignments in locking mode

Azure Blueprints
Azure Palicy

Azure Security Center

v

Aresourcelock
A role-based access control (RBAC) role assignment
at the resource group level

Azure Blueprint assignments in locking mode
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