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QUESTION 1

Your network contains an Active Directory domain named contoso.com that is federated to an Azure Active Directory
(Azure AD) tenant. The on-premises domain contains a VPN server named Server1 that runs Windows Server 2016. 

You have a single on-premises location that uses an address space of 172.16.0.0/16. 

You need to implement two-factor authentication for users who establish VPN connections to Server1. 

What should you include in the implementation? 

A. In Azure AD, create a conditional access policy and a trusted named location 

B. Install and configure Azure MFA Server on-premises 

C. Configure an Active Directory Federation Services (AD FS) server on-premises 

D. In Azure AD, configure the authentication methods. From the multi-factor authentication (MFA) service settings,
create a trusted IP range 

Correct Answer: B 

You need to download, install and configure the MFA Server. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfaserver-deploy 

 

QUESTION 2

You have a web app named App1 that is hosted on-premises and on four Azure virtual machines. Each virtual machine
is in a different region. 

You need to recommend a solution to ensure that users will always connect to the closest instance of App1. The
solution must prevent the users from attempting to connect to a failed instance of App1. 

Which two possible recommendations achieve the goal? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. Azure Front Door Service 

B. Azure Load Balancer 

C. round-robin DNS 

D. Azure Traffic Manager 

E. Azure Application Gateway 

Correct Answer: AD 

 

QUESTION 3
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Your company plans to publish APIs for its services by using Azure API Management. 

You discover that service responses include the AspNet-Version header. 

You need to recommend a solution to remove AspNet-Version from the response of the published APIs. 

What should you include in the recommendation? 

A. a new product 

B. a modification to the URL scheme 

C. a new policy 

D. a new revision 

Correct Answer: C 

Set a new transformation policy to transform an API to strip response headers. 

References: https://docs.microsoft.com/en-us/azure/api-management/transform-api 

 

QUESTION 4

Note: This question is a part of series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You need to deploy resources to host a stateless web app in an Azure subscription. The solution must meet the
following requirements: 

1.

 Provide access to the full .NET framework. 

2.

 Provide redundancy if an Azure region fails. 

3.

 Grant administrators access to the operating system to install custom application dependencies. 

Solution: You deploy a virtual machine scale set that uses autoscaling. 

Does this meet the goal? 

A. Yes 

B. No 
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Correct Answer: B 

Instead, you should deploy an Azure virtual machine to two Azure regions, and you create a Traffic Manager profile. 

 

QUESTION 5

You have an on-premises Active Directory forest and an Azure Active Directory (Azure AD) tenant. All Azure AD users
are assigned a Premium P1 license. 

You deploy Azure AD Connect. 

Which two features are available in this environment that can reduce operational overhead for your company\\'s help
desk? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. Azure AD Privileged Identity Management policies 

B. access reviews 

C. self-service password reset 

D. Microsoft Cloud App Security Conditional Access App Control 

E. password writeback 

Correct Answer: CE 
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