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QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a computer named Computer1 that has a point-to-site VPN connection to an Azure virtual network named
VNet1. The point-to-site connection uses a self-signed certificate. 

From Azure, you download and install the VPN client configuration package on a computer named Computer2. 

You need to ensure that you can establish a point-to-site VPN connection to VNet1 from Computer2. 

Solution: On Computer2, you set the Startup type for the IPSec Policy Agent service to Automatic. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead export the client certificate from Computer1 and install the certificate on Computer2. Note: Each client computer
that connects to a VNet using Point-to-Site must have a client certificate installed. You generate a client certificate from 

the self-signed root certificate, and then export and install the client certificate. If the client certificate is not installed,
authentication fails. 

References: 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-certificates-point-to-site 

 

QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an app named App1 that is installed on two Azure virtual machines named VM1 and VM2. Connections to
App1 are managed by using an Azure Load Balancer. 

The effective network security configurations for VM2 are shown in the following exhibit. 
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You discover that connections to App1 from 131.107.100.50 over TCP port 443 fail. 

You verify that the Load Balancer rules are configured correctly. 

You need to ensure that connections to App1 can be established successfully from 131.107.100.50 over TCP port 443. 

Solution: You delete the BlockAllOther443 inbound security rule. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Reference: https://fastreroute.com/azure-network-security-groups-explained/ 

 

QUESTION 3

You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. 

You hire a temporary vendor. The vendor uses a Microsoft account that has a sign-in of user1@outlook.com. 

You need to ensure that the vendor can authenticate to the tenant by using user1@outlook.com. 

What should you do? 

A. From Windows PowerShell, run the New-AzureADUser cmdlet and specify the ?UserPrincipalName
user1@outlook.com parameter. 

B. From the Azure portal, add a custom domain name, create a new Azure AD user, and then specify
user1@outlook.com as the username. 

C. From Azure Cloud Shell, run the New-AzureADUser cmdlet and specify the serPrincipalName user1@outlook.com
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parameter. 

D. From the Azure portal, add a new guest user, and then specify user1@outlook.com as the email address. 

Correct Answer: D 

UserPrincipalName - contains the UserPrincipalName (UPN) of this user. The UPN is what the user will use when they
sign in into Azure AD. The common structure is @, so for Abby Brown in Contoso.com, the UPN would be 

AbbyB@contoso.com 

Example: 

To create the user, call the New-AzureADUser cmdlet with the parameter values: 

powershell New-AzureADUser -AccountEnabled $True -DisplayName "Abby Brown" - PasswordProfile$PasswordProfile
-MailNickName "AbbyB" -UserPrincipalName "AbbyB@contoso.com" References: 

https://docs.microsoft.com/bs-cyrl-ba/powershell/azure/active-directory/new-user-sample?view=azureadps-2.0 

 

QUESTION 4

You have an Azure Active Directory (Azure AD) tenant named contosocloud.onmicrosoft.com. 

Your company has a public DNS zone for contoso.com. 

You add contoso.com as a custom domain name to Azure AD. 

You need to ensure that Azure can verify the domain name. 

Which type of DNS record should you create? 

A. PTR 

B. TXT or MX 

C. NSEC3 

D. RRSIG 

Correct Answer: B 

TXT or MX : Correct You can use either a TXT or MX record to verify the custom domain in the Azure AD. MX records
can serve the purpose of TXT records 
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SRV : Incorrect 

SRV records are used by various services to specify server locations. When specifying an SRV record in Azure DNS 

DNSKEY : Incorrect Choice 

This will verify that the records are originating from an authorized sender. 

NSEC : Incorrect Choice 

This is Part of DNSSEC. This is used for explicit denial-of-existence of a DNS record. It is used to prove a name does
not exist. 

Reference: 

https://docs.microsoft.com/en-us/azure/dns/dns-web-sites-custom-domain https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/add-custom-domain#verify- your-custom-domain-name https://www.cloudflare.com/dns/dnssec/ 

how-dnssec-works/#:~:text=DNSKEY%20%2D%20Contains%20a%20public%20signing,s)%20in%20the%20parent
%20zone. 
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QUESTION 5

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. After you answer a question in this section, you will NOT be able to return to it.
As a result, these questions will not appear in the review screen. You have an Azure virtual machine named VM1. VM1 

was deployed by using a custom Azure Resource Manager template named ARM1.json. 

You receive a notification that VM1 will be affected by maintenance. 

You need to move VM1 to a different host immediately. 

Solution: Solution: From the Overview blade, you move the virtual machine to a different subscription. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

You would need to Redeploy the VM. 

References: 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/redeploy-to-new-node 
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