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QUESTION 1

You are the global administrator for an Azure Active Directory (Azure AD) tenet named adatum.com.
You need to enable two-step verification for Azure users.

What should you do?

A. Create a sign-in risk policy in Azure AD ldentity Protection

B. Enable Azure AD Privileged Identity Management.

C. Create and configure the Identity Hub.

D. Configure a security policy in Azure Security Center.

Correct Answer: A

With Azure Active Directory Identity Protection, you can: require users to register for multi-factor authentication handle
risky sign-ins and compromised users

References: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/flows

QUESTION 2

You have an Azure subscription named Subscriptionl that contains a virtual network named VNetl. You add the users
in the following table.

User & Role
Usert Qwner
User? Security Admin
User3 Network Contributor

Which user can perform each configuration? To answer, select the appropriate options in the answer Area; NOTE: Each
correct selection is worth one point.

Hot Area:
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Assign a user the Reader role t@@1 {
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Correct Answer:

1. User2, and

Ugﬁﬂnﬂ User3 only

r3

User1 only
User2 only

User3 only
User1 and User2 only

User2 and User3 only

User1, User2, and User3

Add a subnet to VNet1:

-
Assign a user the Reader role t@@t
S

&2

- L

Box 1: Userl and User3 only.

Usef2. p { User3 only
%ﬁ User2. and
r3

| User1 only
User2 only

User3 only
User1 and User2 only

User2 and User3 only

User1, User2, and User3

The Owner Role lets you manage everything, including access to resources.

The Network Contributor role lets you manage networks, but not access to them.
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Box 2: Userl and User2 only

The Security Admin role: In Security Center only: Can view security policies, view security states, edit security policies,
view alerts and recommendations, dismiss alerts and recommendations.

References:

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

QUESTION 3

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar.
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When you are finished performing all the tasks, click the "Next\\' button. Note that you cannot return to the lab once you
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click the "Next\\' button. Scoring occur in the background while you complete the rest of the exam.

Overview

The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste,

ability

to navigate to external websites) will not be possible by design. Scoring is based on the outcome of performing the tasks
stated in the lab. In other words, it doesn\\'t matter how you accomplish the task, if you successfully perform it, you will

earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are

able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

To start the lab
You may start the lab by clicking the Next button.
Another administrator attempts to establish connectivity between two virtual networks named VNET1 and VNET2.

The administrator reports that connections across the virtual networks fail. You need to ensure that network connections
can be established successfully between VNET1 and VNET2 as quickly as possible.

What should you do from the Azure portal?

A. Answer: See solution below.

Correct Answer: A

You can connect one VNet to another VNet using either a Virtual network peering, or an Azure VPN Gateway.

To create a virtual network gateway

Stepl : In the portal, on the left side, click +Create a resource and type \\'virtual network gateway\\' in search. Locate
Virtual network gateway in the search return and click the entry. On the Virtual network gateway page, click Create at
the

bottom of the page to open the Create virtual network gateway page.

Step 2: On the Create virtual network gateway page, fill in the values for your virtual network gateway.
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W £ i "
Lk I
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Name: Name your gateway. This is not the same as naming a gateway subnet. It\\'s the name of the gateway object you
are creating.

Gateway type: Select VPN. VPN gateways use the virtual network gateway type VPN. Virtual network: Choose the
virtual network to which you want to add this gateway. Click Virtual network to open the \W'Choose a virtual network\\

page.
Select the VNet. If you don\\'t see your VNet, make sure the Location field is pointing to the region in which your virtual
network is located. Gateway subnet address range: You will only see this setting if you did not previously create a
gateway

subnet for your virtual network. If you previously created a valid gateway subnet, this setting will not appear.

Step 4: Select Create New to create a Gateway subnet.
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Step 5: Click Create to begin creating the VPN gateway. The settings are validated and you\\'ll see the "Deploying
Virtual network gateway" tile on the dashboard. Creating a gateway can take up to 45 minutes. You may need to refresh
your portal page to see the completed status.

References: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-vnet-vnet- resource-manager-
portal?

QUESTION 4

You have an Azure Active Directory (Azure AD) tenant named Tenantl and an Azure subscription named You enable
Azure AD Privileged Identity Management. You need to secure the members of the Lab Creator role. The solution must
ensure that the lab creators request access when they create labs.

What should you do first?

A. From Azure AD Privileged Identity Management, edit the role settings for Lab Creator.

B. From Subscriptionl edit the members of the Lab Creator role.

C. From Azure AD Identity Protection, creates a user risk policy.

D. From Azure AD Privileged Identity Management, discover the Azure resources of Conscription.

Correct Answer: A
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As a Privileged Role Administrator you can: Enable approval for specific roles Specify approver users and/or groups to
approve requests View request and approval history for all privileged roles

References: https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

QUESTION 5
HOTSPOT
You have an Azure subscription named Subl.

You plan to deploy a multi-tiered application that will contain the tiers shown in the following table.

Tier Accessible from Num ber of virtual
the internet machines
Front-end web server Yes 10
Business logic MNo 100
Microsoft SQL Server database | No 5.

You need to recommend a networking solution to meet the following requirements:
1.

Ensure that communication between the web servers and the business logic tier spreads equally across the virtual
machines.

2.
Protect the web servers from SQL injection attacks.

Which Azure resource should you recommend for each requirement? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Ensure (hal communicalion belween the web servers v

and the business logic tier spreads equally across the [3n appli matewav that uses the Standard tier
virtual machines: |an applic: on gateway that uses the WAF tier

miemai load balancer
engﬁwmk security group (NSG)

publu: load balancer

v
an application gateway that uses the Standard tier
an application gateway that uses the WAF tier
an internal load halancer
a network security group (NSG)

a public load balancer

Correct Answer:

Answer Area

Ensure (hal communicalion belween the web servers v

and the business logic tier spreads equally across the [3n appli mgatewav that uses the Standard tier
virtual machines: |an app on gateway that uses the WAF tier
al load balancer

Eﬁfﬁ work security group (NSG)
"r*.:-} public load balancer

Protect the web servers from SQL mpctlnn attacks I v
an application gateway that uses the Standard tier
an application gateway that uses the WAF tier

an internal load halancer

a network security group (N5G)

a public load balancer

Box 1: an internal load balancer

Azure Internal Load Balancer (ILB) provides network load balancing between virtual machines that reside inside a cloud
service or a virtual network with a regional scope.

Box 2: an application gateway that uses the WAF tier

Azure Web Application Firewall (WAF) on Azure Application Gateway provides centralized protection of your web

applications from common exploits and vulnerabilities. Web applications are increasingly targeted by malicious attacks
that

exploit commonly known vulnerabilities.

References:

https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/ag-overview
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