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QUESTION 1

You have an Azure subscription. 

You enable multi-factor authentication for all users. 

Some users report that the email applications on their mobile device cannot co browser and from Microsoft Outlook
2016 on their computer. 

You need to ensure that the users can use the email applications on their mobile device. 

What should you instruct the users to do? 

The users can access Exchange Online by using a web 

A. Enable self-service password reset. 

B. Create an app password. 

C. Reset the Azure Active Directory (Azure AD) password. 

D. Reinstall the Microsoft Authenticator app. 

Correct Answer: A 

References: https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-howitworks 

 

QUESTION 2

You need to provision the resources in Azure to support the virtual machine that will be migrated from the New York
office. 

What should you include in the solution? To answer, select the appropriate options in the answer area; 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: 10.20.0.0/16 

Scenario: The New York office an IP address of 10.0.0.0/16. The Los Angeles office uses an IP address space of
10.10.0.0/16. 

Box 2: Storage (general purpose v1) 

Scenario: The New York office has a virtual machine named VM1 that has the vSphere console installed. 

 

QUESTION 3

You have an Azure virtual machine named VM1. 

The network interface for VM1 is configured as shown in the exhibit. (Click the Exhibit tab.) 
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You deploy a web server on VM1, and then create a secure website that is accessible by using the HTTPS protocol.
VM1 is used as a web server only. 

You need to ensure that users can connect to the website from the internet. 

What should you do? 

A. Change the priority of Rule6 to 100. 

B. Change the priority of Rule3 to 450. 

C. Delete Rule1. 

D. Modify the action of Rule1. 

Correct Answer: B 

Rule 2 is blocking HTTPS access (port 443) and has a priority of 500. 
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Changing Rule 3 (ports 60-500) and giving it a lower priority number will allow access on port 443. 

Note: Rules are processed in priority order, with lower numbers processed before higher numbers, because lower
numbers have higher priority. Once traffic matches a rule, processing stops. 

Incorrect Answers: 

A: HTTPS uses port 443. Rule6 only applies to ports 150 to 300. 

C, D: Rule 1 blocks access to port 80, which is used for HTTP, not HTTPS. 

Reference: 

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview 

 

QUESTION 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource
groups. 

Another administrator plans to create several network security groups (NSGs) in the subscription. 

You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks. 

Solution: You configure a custom policy definition, and then you assign the policy to the subscription. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Resource policy definition used by Azure Policy enables you to establish conventions for resources in your organization
by describing when the policy is enforced and what effect to take. By defining conventions, you can control costs and
more easily manage your resources. 

Reference: https://docs.microsoft.com/en-us/azure/azure-policy/policy-definition 

 

QUESTION 5

You have an Azure subscription that contains a virtual network named VNET1. VNET1 contains the subnets shown in
the following table. 
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Each virtual machine uses a static IP address. 

You need to create network security groups (NSGs) to meet following requirements: 

1. 

Allow web requests from the internet to VM3, VM4, VM5, and VM6. 

2. 

Allow all connections between VM1 and VM2. 

3. 

Allow Remote Desktop connections to VM1. 

4. 

Prevent all other network traffic to VNET1. 

What is the minimum number of NSGs you should create? 

A. 1 

B. 3 

C. 4 

D. 12 

Correct Answer: C 

Note: A network security group (NSG) contains a list of security rules that allow or deny network traffic to resources
connected to Azure Virtual Networks (VNet). NSGs can be associated to subnets, individual VMs (classic), or individual
network interfaces (NIC) attached to VMs (Resource Manager). 

Each network security group also contains default security rules. 

References: https://docs.microsoft.com/en-us/azure/virtual-network/security-overview#default-security-rules 
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