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QUESTION 1

Note: This question is part of a series questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You manage a virtual network named Vnetl that is hosted in the West US Azure region.
VNet hosts two virtual machines named VM1 and VM2 run Windows Server.

You need to inspect all the network traffic from VM1 to VM2 for a period of three hours.
Solution: From Azure Network Watcher, you create a connection monitor.

Does this meet the goal?

A. YES

B. NO

Correct Answer: A

Azure Network Watcher provides tools to monitor, diagnose, view metrics, and enable or disable logs for resources in
an Azure virtual network.

Capture packets to and from a VM

Advanced filtering options and fine-tuned controls, such as the ability to set time and size limitations, provide versatility.
The capture can be stored in Azure Storage, on the VM\\'s disk, or both. You can then analyze the capture file using

several standard network capture analysis tools.

Network Watcher variable packet capture allows you to create packet capture sessions to track traffic to and from a
virtual machine. Packet capture helps to diagnose network anomalies both reactively and proactivity.

References:

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview

QUESTION 2

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point.

Hot Area:
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If a message that has a TTL of four hours is written to Queuel ' v
and is never read, the message will be [answer choice].

Bretamed until manually deleted

%@Q

If a message that has a TTL of two hours is v @to Queucl v
and then read after one hour, the messag [answer deleted immediately
choice]. o deleted in five minutes
b deleted in one hour
retained until manually deleted

Correct Answer:

If a message that has a TTL of four hours is written to Queuel ' q
and is never read, the message will be [answer choice]. deleted after two hours
elefed after four hours

}rta:'ned until manually deleted

%@Q

If a message that has a TTL of two hours is v @to Queuel v|
and then read after one hour, the messag [answer deleted immediately
choice]. o deleted in five minutes
< deleted in one hour
retained until manually deleted

Box 1: deleted after two hours All messages sent into a queue or topic are subject to a default expiration that is set at
the entity level with the defaultMessageTimeToLive property and which can also be set in the portal during creation and
adjusted later. The default expiration is used for all messages sent to the entity where TimeToLive is not explicitly set.
The default expiration also functions as a ceiling for the TimeToLive value. Messages that have a longer TimeToLive
expiration than the default value are silently adjusted to the defaultMessageTimeToLive value before being enqueued.
Box 2: deleted in one hour

References: https://docs.microsoft.com/en-us/azure/service-bus-messaging/message-expiration

QUESTION 3
You are configuring serverless computing in Azure.
You need to receive an email message whenever a resource is created in or deleted from a resource group.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.
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Select and Place:

Actions Answer Area
Create an Azure Logic App @
fran)
=
Create an Azure Service Bus namespace @ @0 @
j.\()
© &8 ®
Create conditions and actions @)@
0%
Create an event subscription @C
P
Create an Azure Event Grid trigger
Correct Answer:
Actions Answer Area
Create an Azure Logic App Create an vaubscription
fran)
Frah
. b4
Create an Azure Service Bus namespace @ Cre "t;"}; Azure Event Grid trigger @

© oR
PRSI
@(@@Qﬁreaw conditions and actions

o

«/Y°

Step 1: Create an event subscription When you subscribe to events for a resource group, your endpoint receives all
events for that resource group. Step 2: Create an Azure Event Grid trigger Step 3: Create conditions and actions

References: https://docs.microsoft.com/en-us/azure/event-grid/event-schema-resource-groups

QUESTION 4
Your company has offices in New York and Los Angeles.

You have an Azure subscription that contains an Azure virtual network named VNetl. Each office has a site-to-site VPN
connection to VNet1.

Each network uses the address spaces shown in the following table.
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Location 4P address space
VNet1 L& 192.168.0.020
New York ¥ 10.0.0.0/16
Les Angeles ¢ 10.10.0.0/16

You need to ensure that all Internet-bound traffic from VNet1l is routed through the New York office.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

In Azure, run:

NEWT\ mLocalNetworkGateway
MNew-AzureR ualMetworkGatewayConnection

Set-Azur : VirtualNetworkGatewayDefaultSite

P ad

On a VPN device in the New @
York office, set the traffic| 40" 00000
selectors to:[ 10.0.0.0/16
192.168.0.0/20
Correct Answer:
In Azure, run:

New-AzureRmL ocalNetworkGateway
New-AzureRmwirtualNetworkGatewayCaonnection
Set-AzureRm\VirtualMNetworkGatewayDefaultSite

P aad

On a VPN device in the New @
York office, setthe traffic| 4" ~ 0.0.0.0/0
selectors to:|" 10.0.0.0116
192.168.0.0/20

Box 1: Set-AzureRmVirtualNetworkGatewayDefaultSite

The Set-AzureRmVirtualNetworkGatewayDefaultSite cmdlet assigns a forced tunneling default site to a virtual network
gateway. Forced tunneling provides a way for you to redirect Internet-bound traffic from Azure virtual machines to your
on-premises network; this enables you to inspect and audit traffic before releasing it. Forced tunneling is carried out by
using a virtual private network (VPN) tunnel; this tunnel requires a default site, a local gateway where all the Azure
Internet-bound traffic is redirected. Set-AzureRmVirtualNetworkGatewayDefaultSite provides a way to change the
default site assigned to a gateway.

QUESTION 5

You have an Azure Active Directory (Azure AD) tenant. All administrators must enter a verification code to access the
Azure portal. You need to ensure that the administrators can access the Azure portal only from your on-premises
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network. What should you configure?

A. the multi-factor authentication service settings

B. an Azure AD Identity Protection user risk policy

C. the default for all the roles in Azure AD Privileged Identity Management
D. an Azure AD ldentity Protection sign-in risk policy

Correct Answer: A
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