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QUESTION 1
SIMULATION

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar.
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When you are finished performing all the tasks, click the \\'Next\\' button.

Note that you cannot return to the lab once you click the \W'Next\\' button. Scoring occur in the background while you
complete the rest of the exam.

Overview

The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste,
ability to navigate to external websites) will not be possible by design. Scoring is based on the outcome of performing
the tasks stated in the lab. In other words, it doesn\\'t matter how you accomplish the task, if you successfully perform it,
you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

To start the lab
You may start the lab by clicking the Next button.
Your on-premises network uses an IP address range of 131.107.2.0 to 131.107.2.255.

You need to ensure that only devices from the on-premises network can connect to the rgllod7523691n1 storage
account.

What should you do from the Azure portal?

Correct Answer:

Explanation:

Step 1: Navigate to the rgllod7523691n1 storage account.

Step 2: Click on the settings menu called Firewalls and virtual networks.

Step 3: Ensure that you have elected to allow access from \\'Selected networks\\'.

Step 4: To grant access to an internet IP range, enter the address range of 131.107.2.0 to 131.107.2.255 (in CIDR
format) under Firewall, Address Ranges.

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security

QUESTION 2

You plan to support many connections to your company\\'s automatically uses up to five instances when CPU utilization
on the instances exceeds 70 percent for 10 minutes. When CPU utilization decreases, the solution must automatically
reduce the number of instances.

What should you do from the Azure portal? https://docs.microsoft.com/en-us/azure/load-balancer/quickstart-create-basic-
load-balancer-portal
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A. Check the answer in explanantion.
Correct Answer: A
See below. Step 1: Locate the Homepage App Service plan Step 2: Click Add a rule, and enter the appropriate fields,

such as below, and the click Add. Time aggregation: average Metric Name: Percentage CPU Operator: Greater than
Threshold 70 Duration: 10 minutes Operation: Increase count by Instance count: 4
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Scale rule

Metric source

Current resource (my5ScaleSet) W

Resource type

| Virtual machinge scalssets W
Kesource

FResa =]
Criteria

* Time aggregation ©

Average @ b
* Metric name @;@B&

Percentage CPU bk

o - :
E}"J 1 minute time grain
* Time grain stati

5
Average @ b
o)

o
'IGP

Greater than W

* Threshold
70

* Durstion (in minutes) O

10

Action

* Opemtion

Increase percent by W |

* Instance count

20 |

Step 3:

We must add a scale in rule as well. Click Add a rule, and enter the appropriate fields, such as below, then click Add.
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Operator: Less than

Threshold 70

Duration: 10 minutes

Operation: Decrease count by

Instance count: 4

References:
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-autoscale-portal

https://docs.microsoft.com/en-us/azure/monitoring-and-diagnostics/insights-autoscale-best-practices

QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals.

Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to these questions will not appear m the
review screen.

You manage a virtual network named VNetll that is hosted in the West US Azure region.
VNetll hosts two virtual machines named VM1 and VM2 that run Windows Server.

You need to inspect all the network traffic from VM1 to VM2 for a period of three hours.
Solution: From Azure Network Watcher, you create a packet capture.

Does this meet the goal?

A.Yes

B. No

Correct Answer: A

Azure Network Watcher provides tools to monitor, diagnose, view metrics, and enable or disable logs for resources in
an Azure virtual network.

Capture packets to and from a VM

Advanced filtering options and fine-tuned controls, such as the ability to set time and size limitations, provide versatility.
The capture can be stored in Azure Storage, on the VM\\'s disk, or both. You can then analyze the capture file using

several standard network capture analysis tools.

Network Watcher variable packet capture allows you to create packet capture sessions to track traffic to and from a
virtual machine. Packet capture helps to diagnose network anomalies both reactively and proactivity.
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References:

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview

QUESTION 4

DRAG DROP

You have an Azure subscription named Subscriptionl.

You create an Azure Storage account named contosostorage, and then you create a file share named data.

Which UNC path should you include in a script that references files from the data file share? To answer, drag the
appropriate values to the correct targets. Each value may be used once, more than once, or not at all. You may need to
drag the

split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Values Answer Area
blob W Value : Val A Value
blob.core-windows.net. | @)@)

contosostorage @@Fﬁ
data | @
file .

OO
file.core windows net Q@

portal azure.com

subscription]

Correct Answer:
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Values Answer Area
blob W | contocsostorage ﬁ[e.c-jre_wir@s_nel \ | data
©
biob.core.windows.ret Q “{?}j\)
G\ ¢
AN
©
ﬁ.< f@
LS
o (ﬁ!
I‘."-fE B
ﬁ:f
Py
e (R
file o‘ﬂ&’
A 4
fé':;)i}
ﬁiﬁﬁ’
portal.azure com <°

subscriplion’]

Explanation:
Box 1: contosostorage The name of account Box 2: file.core.windows.net Box 3: data

The name of the file share is data. Example:

Connect

myazurefileshare

Connecting from Windows

To connect to this file share from a Windows computer, run this
command:

o
> net use [drive le@%@]

\\myazurefileaccsq "E“.'File.core.windows.nat\myEZUPE'Files

lleaccoun
mehLWRwIkxSZTBFs8QFd7X13qjwF8Tojea2EudBfT@ed4/alobuBlupW

>

References: https://docs.microsoft.com/en-us/azure/storage/files/storage-how-to-use-files-windows
Box 1: contosostorage The name of account Box 2: file.core.windows.net Box 3: data

The name of the file share is data. Example:
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QUESTION 5

You have an Azure virtual network named VNetl that contains a subnet named Subnetl. Subnetl contains three Azure
virtual machines. Each virtual machine has a public IP address.

The virtual machines host several applications that are accessible over port 443 to user on the Internet.
Your on-premises network has a site-to-site VPN connection to VNetl.

You discover that the virtual machines can be accessed by using the Remote Desktop Protocol (RDP) from the Internet
and from the on-premises network.

You need to prevent RDP access to the virtual machines from the Internet, unless the RDP connection is established
from the on-premises network. The solution must ensure that all the applications can still be accesses by the Internet
users.

What should you do?

A. Modify the address space of the local network gateway.

B. Remove the public IP addresses from the virtual machines.

C. Modify the address space of Subnetl.

D. Create a deny rule in a network security group (NSG) that is linked to Subnet1l.

Correct Answer: D

You can filter network traffic to and from Azure resources in an Azure virtual network with a network security group. A
network security group contains security rules that allow or deny inbound network traffic to, or outbound network traffic

from, several types of Azure resources.
References:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
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