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QUESTION 1

You have an Azure Active Directory (Azure AD) tenant named Tenantl and an Azure subscription named
Subscription1.

You enable Azure AD Privileged Identity Management.

You need to secure the members of the Lab Creator role. The solution must ensure that the lab creators request access
when they create labs.

What should you do first?

A. From Azure AD Privileged Identity Management, edit the role settings for Lab Creator.

B. From Subscriptionl, edit the members of the Lab Creator role.

C. From Azure AD ldentity Protection, create a user risk policy.

D. From Azure AD Privileged Identity Management, discover the Azure resources of Subscriptionl.
Correct Answer: A

As a Privileged Role Administrator you can: Enable approval for specific roles

Specify approver users and/or groups to approve requests

View request and approval history for all privileged roles

References: https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

QUESTION 2
HOTSPOT

You have an Azure virtual machine named VM1 that connects to a virtual network named VNetl. VM1 has the following
configurations:

Subnet: 10.0.0.0/24

Availability set: AVSet

Network security group (NSG): None

Private IP address: 10.0.0.4 (dynamic)

Public IP address: 40.90.219.6 (dynamic)

You deploy a standard, Internet-facing load balancer named slb1.
You need to configure slbl to allow connectivity to VM1,

Which changes should you apply to VM1 as you configure sIb1? To answer, select the appropriate options in the
answer area.
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NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Before you create a backend pool on slb1, you must: & : b4
hCreate and assign an NSG to VM1

0@ emove the public IP address from VM1
Change the private IP address of VM1 to static

must:  J
Create and configure an NSG

Remove the public IP address from VM1
Change the private IP address of VM1 to static

Before you can connect to VM1 from slbi#

Correct Answer:

Answer Area
Before you create a backend pool on slb1, you must: & . v
_hE€reate and assign an NSG to VM1
Qemove the public IP address from VM1
9?" Change the private IP address of VM1 to static
Before you can connect to VM1 from slb@ must:  J
Create and configure an NSG
Remove the public IP address from VM1
Change the private IP address of VM1 to static
QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You manage a virtual network named VNet1 that is hosted in the West US Azure region.
VNetl hosts two virtual machines named VM1 and VM2 that run Windows Server.
You need to inspect all the network traffic from VM1 to VM2 for a period of three hours.

Solution: From Azure Network Watcher, you create a packet capture.
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Does this meet the goal?
A. Yes

B. No

Correct Answer: A

Azure Network Watcher provides tools to monitor, diagnose, view metrics, and enable or disable logs for resources in
an Azure virtual network.

Capture packets to and from a VM

Advanced filtering options and fine-tuned controls, such as the ability to set time and size limitations, provide versatility.
The capture can be stored in Azure Storage, on the VM\\'s disk, or both. You can then analyze the capture file using

several standard network capture analysis tools.

Network Watcher variable packet capture allows you to create packet capture sessions to track traffic to and from a
virtual machine. Packet capture helps to diagnose network anomalies both reactively and proactivity.

References:

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview

QUESTION 4

You create an Azure subscription that is associated to a basic Azure Active Directory (Azure AD) tenant.
You need to receive an email notification when any user activates an administrative role.

What should you do?

A. Purchase Azure AD Premium P2 and configure Azure AD Privileged Identity Management.

B. Purchase Enterprise Mobility + Security E3 and configure conditional access policies.

C. Purchase Enterprise Mobility + Security E5 and create a custom alert rule in Azure Security Center.
D. Purchase Azure AD Premium P1 and enable Azure AD ldentity Protection.

Correct Answer: A

When key events occur in Azure AD Privileged Identity Management (PIM), email notifications are sent. For example,
PIM sends emails for the following events: When a privileged role activation is pending approval

When a privileged role activation request is completed
When a privileged role is activated

When a privileged role is assigned

When Azure AD PIM is enabled

References: https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-email-
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notifications

QUESTION 5

You need to prepare the environment to implement the planned changes for Server2.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

From the Azure portal:

Create an Azure Migrate project
Create a overy Services vault

Up%a management certificate.
C n Azure Import/Export job.
@ﬁj’j Enable Hyper-V Replica.
of Install the Azure File Sync agent
ﬁ Create a collector virtual machine.
Configure Hyper-V storage migration.
Install the Azure Site Recovery Provider

On Server?:

Correct Answer:

From the Azure portal:

Create an Azure Migrate project
Create a overy Services vault

Up%a management certificate.
C n Azure Import/Expaort job.
@ﬁj’j Enable Hyper-V Replica.
of Install the Azure File Sync agent
ﬁ Create a collector virtual machine.
Configure Hyper-V storage migration.
Install the Azure Site Recovery Provider.

On Server?:

References: https://docs.microsoft.com/en-us/azure/site-recovery/migrate-tutorial-on-premises-azure
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