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QUESTION 1

DRAG DROP 

You need to configure the Azure ExpressRoute circuits. 

How should you configure Azure ExpressRoute routing? To answer, drag the appropriate configurations to the correct
locations. Each configuration may be used once, more than once, or not at all. You may need to drag the split bar
between 

panes or scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 

 

 

QUESTION 2

You have an Azure subscription named Subscription1. 

In Subscription1, you create an Azure web app named WebApp1. WebApp1 will access an external service that
requires certificate authentication. 

You plan to require the use of HTTPS to access WebApp1. 

You need to upload certificates to WebApp1. 

In which formats should you upload the certificate? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 
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Hot Area: 

Correct Answer: 

A PFX file contains the public key file (SSL Certificate) and its unique private key file. This is required for HTTPS
access. The web app will distribute the public key (in a CER file) to clients that connect to the web app. The CER file is
an SSL Certificate which has the public key of the external service. The external service will have the private key
associated with the public key contained in the CER file. 
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QUESTION 3

You have an Azure subscription that contains a policy-based virtual network gateway named GW1 and a virtual network
named VNet1. 

You need to ensure that you can configure a point-to-site connection from VNet1 to an on-premises computer. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Reset GW1. 

B. Add a service endpoint to VNet1. 

C. Add a connection to GW1. 

D. Add a public IP address space to VNet1. 

E. Delete GW1. 

F. Create a route-based virtual network gateway. 

Correct Answer: EF 

E: Policy-based VPN devices use the combinations of prefixes from both networks to define how traffic is
encrypted/decrypted through IPsec tunnels. It is typically built on firewall devices that perform packet filtering. IPsec
tunnel encryption and decryption are added to the packet filtering and processing engine. 

F: A VPN gateway is used when creating a VPN connection to your on-premises network. 

Route-based VPN devices use any-to-any (wildcard) traffic selectors, and let routing/forwarding tables direct traffic to
different IPsec tunnels. It is typically built on router platforms where each IPsec tunnel is modeled as a network interface
or 

VTI (virtual tunnel interface). 

Incorrect Answers: 

D: Point-to-Site connections do not require a VPN device or a public-facing IP address. 

References: https://docs.microsoft.com/en-us/azure/vpn-gateway/create-routebased-vpn-gateway-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps 

 

QUESTION 4

You plan to grant the member of a new Azure AD group named crop 75099086 the right to delegate administrative
access to any resource in the resource group named 7509086. 

You need to create the Azure AD group and then to assign the correct to e to the group. The solution must use the
principle of least privilege and minimize the number of role assignments. 

What should you do from the Azure portal? 

A. Check the answer in explanantion. 
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Correct Answer: A 

See below. 

Step 1: Click Resource groups from the menu of services to access the Resource Groups blade 

Step 2: 

Click Add (+) to create a new resource group. The Create Resource Group blade appears. Enter corp7509086 as the
Resource group name, and click the Create button. 

Step 3: 

Select Create. 
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Your group is created and ready for you to add members. 

Now we need to assign a role to this resource group scope. 

Step 4: 

Choose the newly created Resource group, and Access control (IAM) to see the current list of role assignments at the
resource group scope. Click +Add to open the Add permissions pane. 

Step 5: 

In the Role drop-down list, select a role Delegate administration, and select Assign access to: resource group
corp7509086 

References: 
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https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://www.juniper.net/docu
mentation/en_US/vsrx/topics/task/multi-task/security-vsrx-azure-marketplace-resource-group.html 

 

QUESTION 5

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You manage a virtual network named VNet1 that is hosted in the West US Azure region. 

VNet1 hosts two virtual machines named VM1 and VM2 that run Windows Server. 

You need to inspect all the network traffic from VM1 to VM2 for a period of three hours. 

Solution: From Azure Monitor, you create a metric on Network In and Network Out. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

You should use Azure Network Watcher. 

References: https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview 
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