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QUESTION 1
You have an Azure web app named WebApp1.

You need to provide developers with a copy of WebApp1 that they can modify without affecting the production

WebAppl. When the developers finish testing their changes, you must be able to switch the current line version of
WebAppl to the

new version.

Which command should you run prepare the environment? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

@©@

W -ResourceGroupName Adat %Apps =Name WebAppl —-AppServiczPlan ADatumAsSPl

[New-AzureRmWebApp @Q
New-AzureRmWebAppBackup @
New-AzureRMWebAppSlot @©
Switch-AzureRmWebAppSiot @@

@

| ¥ Webappl g@%taging
-AseName

-DefaultProfile
-SourceWebApp

Correct Answer:

Answer Area

| @@@

Iv =ResourceGrouplame Ada@%npps =Nzame WebAppl —AppServiczPlan ADatumASPl
New-AzureRmWebApp @Q
New-AzureRmWebAppBackup %
New-AzureRMWebAppSiot ®©
[Switch-AzureRmWebAppSiot @@

@
' W Weblppl g@@staging

-AseName
-DefaultProfile
-SourceWebApp

Explanation/Reference:
Box 1: New-AzureRmWebAppSlot

The New-AzureRmWebAppSlot cmdlet creates an Azure Web App Slot in a given a resource group that uses the
specified App Service plan and data center.
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Box 2: -SourceWebApp

https://docs.microsoft.com/en-us/powershell/module/azurerm.websites/new-azurermwebappslot

QUESTION 2

You have an Azure virtual network named VNetl that contains a subnet named Subnetl. Subnetl contains three Azure
virtual machines. Each virtual machine has a public IP address.

The virtual machines host several applications that are accessible over port 443 to user on the Internet.
Your on-premises network has a site-to-site VPN connection to VNet1.

You discover that the virtual machines can be accessed by using the Remote Desktop Protocol (RDP) from the Internet
and from the on-premises network.

You need to prevent RDP access to the virtual machines from the Internet, unless the RDP connection is established
from the on-premises network. The solution must ensure that all the applications can still be accessed by the Internet
users.

What should you do?

A. Modify the address space of the local network gateway.

B. Remove the public IP addresses from the virtual machines.

C. Modify the address space of Subnetl.

D. Create a deny rule in a network security group (NSG) that is linked to Subnetl.

Correct Answer: D

You can filter network traffic to and from Azure resources in an Azure virtual network with a network security group. A
network security group contains security rules that allow or deny inbound network traffic to, or outbound network traffic

from, several types of Azure resources.

References: https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

QUESTION 3

A web developer creates a web application that you plan to deploy as an Azure web app.
Users must enter credentials to access the web application.

You create a new web app named WebApp1 and deploy the web application to WebApp1.
You need to disable anonymous access to WebAppl.

What should you configure?

A. Advanced Tools

B. Authentication/Authorization
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C. Access control (IAM)

D. Deployment credentials

Correct Answer: B

Anonymous access is an authentication method. It allows users to establish an anonymous connection.

References: https://docs.microsoft.com/en-us/biztalk/core/guidelines-for-resolving-iis-permissions-problems

QUESTION 4

You have an Azure App Service plan that hosts an Azure App Service named Appl.

You configure one production slot and four staging slots for App1l.

You need to allocate 10 percent of the traffic to each staging slot and 60 percent of the traffic to the production slot.
What should you add to Appl?

A. slots to the Testing in production blade

B. a performance test

C. a WebJob

D. templates to the Automation script blade

Correct Answer: A

Besides swapping, deployment slots offer another killer feature: testing in production. Just like the name suggests, using
this, you can actually test in production. This means that you can route a specific percentage of user traffic to one or

more of your deployment slots.

Example:
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User

Staging.website.com Production.website.com

References: https://stackify.com/azure-deployment-slots/

QUESTION 5
HOTSPOT

You need to provision the resources in Azure to support the virtual machine that will be migrated from the New York
office.

What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area
IP address space of the virtual network:

v

&
@00.0.0/16

@@*10,10.0.0;*16
S%° (10200016

&
Storage a@@m kind: v

Blob storage |
Storage (general purpose v1)

StorageV2 (general purpose v2)

Correct Answer:

Answer Area
IP address space of the virtual network:

v

&
@60.0.0/16
%10.1000/16

S5 (102000116

Storage at kind v
: Blob storage ]
Storage (general purpose v1)

StorageV2 (general purpose v2)

The IP address space must be one that isn’t already in use.

The transactional charges of Azure Storage accounts must be minimized. V1 is the cheapest.
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