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QUESTION 1

You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.

You hire a temporary vendor. The vendor uses a Microsoft account that has a sign-in of userl@outlook.com.
You need to ensure that the vendor can authenticate to the tenant by using userl@outlook.com.

What should you do?

A. From Windows PowerShell, run the New-AzureADUser cmdlet and specify the ?serPrincipalName
userl@outlook.com parameter.

B. From the Azure portal, add a custom domain name, create a new Azure AD user, and then specify
userl@outlook.com as the username.

C. From Azure Cloud Shell, run the New-AzureADUser cmdlet and specify the ?serPrincipalName userl@outlook.com
parameter.

D. From the Azure portal, add a new guest user, and then specify userl@outlook.com as the email address.
Correct Answer: A

UserPrincipalName - contains the UserPrincipalName (UPN) of this user. The UPN is what the user will use when they
sign in into Azure AD. The common structure is @, so for Abby Brown in Contoso.com, the UPN would be

AbbyB@contoso.com
Example:
To create the user, call the New-AzureADUser cmdlet with the parameter values:

powershell New-AzureADUser -AccountEnabled $True -DisplayName "Abby Brown" -PasswordProfile $PasswordProfile
-MailNickName "AbbyB" -UserPrincipalName "AbbyB@contoso.com"

References:

https://docs.microsoft.com/bs-cyrl-ba/powershell/azure/active-directory/new-user-sample?view=azureadps-2.0

QUESTION 2

You need to prepare the environment to meet the authentication requirements.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE Each correct selection is worth one point.

A. Join the client computers in the Miami office to Azure AD.

B. Add http://autologon.microsoftazuread-sso.com to the intranet zone of each client computer in the Miami office.

C. Allow inbound TCP port 8080 to the domain controllers in the Miami office.
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D. Install Azure AD Connect on a server in the Miami office and enable Pass-through Authentication
E. Install the Active Directory Federation Services (AD FS) role on a domain controller in the Miami office.
Correct Answer: BD

D: Seamless SSO works with any method of cloud authentication - Password Hash Synchronization or Pass-through
Authentication, and can be enabled via Azure AD Connect.

B: You can gradually roll out Seamless SSO to your users. You start by adding the following Azure AD URL to all or
selected users\\' Intranet zone settings by using Group Policy in Active Directory: https://autologon.microsoftazuread-
sso.com Incorrect Answers:

A: Seamless SSO needs the user\\'s device to be domain-joined, but doesn\\'t need for the device to be Azure AD
Joined.

C: Azure AD connect does not port 8080. It uses port 443.
E: Seamless SSO is not applicable to Active Directory Federation Services (ADFS).

Scenario: Users in the Miami office must use Azure Active Directory Seamless Single Sign-on (Azure AD Seamless
SSO) when accessing resources in Azure.

Planned Azure AD Infrastructure include: The on-premises Active Directory domain will be synchronized to Azure AD.

References: https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-sso-quick-
start

QUESTION 3

You have an Azure virtual machine named VM1 that you use for testing. VM1 is protected by Azure Backup.
You delete VML1.

You need to remove the backup data stored for VM1.

What should you do first?

A. Modify the backup policy.

B. Delete the Recovery Services vault.

C. Stop the backup.

D. Delete the storage account.

Correct Answer: A

Azure Backup provides backup for virtual machines -- created through both the classic deployment model and the Azure
Resource Manager deployment model -- by using custom-defined backup policies in a Recovery Services vault.

With the release of backup policy management, customers can manage backup policies and model them to meet their
changing requirements from a single window. Customers can edit a policy, associate more virtual machines to a policy,

and delete unnecessary policies to meet their compliance requirements.
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Incorrect Answers:

B: You can\\'t delete a Recovery Services vault if it is registered to a server and holds backup data. If you try to delete a
vault, but can\\'t, the vault is still configured to receive backup data.

References: https://azure.microsoft.com/en-in/updates/azure-vm-backup-policy-management/

QUESTION 4

You configure Azure AD Connect for Azure Active Directory Seamless Single Sign-On (Azure AD Seamless SSO) for an
on-premises network. Users report that when they attempt to access myapps.microsoft.com, they are prompted

multiple

times to sign in and are forced to use an account name that ends with onmicrosoft.com.

You discover that there is a UPN mismatch between Azure AD and the on-premises Active Directory. You need to
ensure that the users can use single-sign on (SSO) to access Azure resources.

What should you do first?

A. From the on-premises network, deploy Active Directory Federation Services (AD FS).

B. From Azure AD, add and verify a custom domain name.

C. From the on-premises network, request a new certificate that contains the Active Directory domain name.
D. From the server that runs Azure AD Connect, modify the filtering options.

Correct Answer: B

Azure AD Connect lists the UPN suffixes that are defined for the domains and tries to match them with a custom domain
in Azure AD. Then it helps you with the appropriate action that needs to be taken. The Azure AD sign-in page lists the

UPN suffixes that are defined for on-premises Active Directory and displays the corresponding status against each
suffix. The status values can be one of the following:

State: Verified

Azure AD Connect found a matching verified domain in Azure AD. All users for this domain can sign in by using their on-
premises credentials.

State: Not verified

Azure AD Connect found a matching custom domain in Azure AD, but it isn\\'t verified. The UPN suffix of the users of
this domain will be changed to the default .onmicrosoft.com suffix after synchronization if the domain isn\\'t verified.

Action Required: Verify the custom domain in Azure AD.

References: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-user-signin

QUESTION 5

HOTSPOT
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You have an Azure web app named WebApp1.

You need to provide developers with a copy of WebApp1 that they can modify affecting the production WebAppl. When
the developers finish testing their changes, you must be able to switch the current live version of WebApp1l to the new

version.

Which command should you run prepare the environment? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

o
New-AzureRmWebApp -ResourceGroupName AdatumWe 55;5 -Name WebAppl -AppServicePlan ADatumASP1
New-AzureRmWebAppBackup Q@
New-AzureRnmWebAppSlot Q?g}
Switch-AzureRmWebAppSlot @59
@@
¢
AEENES WebAppl -slot Stagl
-DefaultProfile
-SourceWebApp
Correct Answer:
Answer Area
g
New-AzureRnWebApp -ResourceGroupName AdatumWe s -Name WebAppl -AppServicePlan ADatumASP1
New-AzureRmWebAppBackup @@
New-AzureRmWebAppSlot %ég
Switch-AzureRmWebAppSlot ()
g
\
pENES WebAppl -slot Stagl
-DefaultpProfile

—-SourceWebApp

Box 1: New-AzureRmWebAppSlot

The New-AzureRmWebAppSlot cmdlet creates an Azure Web App Slot in a given a resource group that uses the
specified App Service plan and data center.

Box 2: -SourceWebApp
References:

https://docs.microsoft.com/en-us/powershell/module/azurerm.websites/new-azurermwebappslot
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