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QUESTION 1

A company\\'s development team is designing an application using AWS Lambda and Amazon Elastic Container
Service (Amazon ECS). The development team needs to create IAM roles to support these systems. The company\\'s
security team wants to allow the developers to build IAM roles directly, but the security team wants to retain control over
the permissions the developers can delegate to those roles. The development team needs access to more permissions
than those required for the application\\'s AWS services. The solution must minimize management overhead. 

How should the security team prevent privilege escalation for both teams? 

A. Enable AWS CloudTrail. Create a Lambda function that monitors the event history for privilege escalation events and
notifies the security team. 

B. Create a managed IAM policy for the permissions required. Reference the IAM policy as a permissions boundary
within the development team\\'s IAM role. 

C. Enable AWS Organizations Create an SCP that allows the IAM CreateUser action but that has a condition that
prevents API calls other than those required by the development team 

D. Create an IAM policy with a deny on the IAMCreateUser action and assign the policy to the development team. Use a
ticket system to allow the developers to request new IAM roles for their applications. The IAM roles will then be created
by the security team. 

Correct Answer: A 

 

QUESTION 2

A company has an AWS account and allows a third-party contractor, who uses another AWS account, to assume
certain IAM roles. The company wants to ensure that IAM roles can be assumed by the contractor only if the contractor
has multi-factor authentication enabled on their IAM user accounts. 

What should the company do to accomplish this? 

A. Add the following condition to the IAM policy attached to all IAM roles:

"Effect": "Deny",

"Condition" : { "BoolItExists" : { "aws:MultiFactorAuthPresent" : false } } 

B. Add the following condition to the IAM policy attached to all IAM roles:

"Effect": "Deny",

"Condition" : { "Bool" : { "aws:MultiFactorAuthPresent" : false } } 

C. Add the following condition to the IAM policy attached to all IAM roles:

"Effect": "Allow",

"Condition" : { "Null" : { "aws:MultiFactorAuthPresent" : false } } 

D. Add the following condition to the IAM policy attached to all IAM roles:
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"Effect": "Allow",

"Condition" : { "BoolItExists" : { "aws:MultiFactorAuthPresent" : false } } 

Correct Answer: A 

Reference: https://aws-orgs.readthedocs.io/_/downloads/en/latest/pdf/ (18) 

 

QUESTION 3

Your company makes use of S3 buckets for storing data. There is a company policy that all services should have
logging enabled. How can you ensure that logging is always enabled for created S3 buckets in the AWS Account? 

Please select: 

A. Use AWS Inspector to inspect all S3 buckets and enable logging for those where it is not enabled 

B. Use AWS Config Rules to check whether logging is enabled for buckets 

C. Use AWS Cloudwatch metrics to check whether logging is enabled for buckets 

D. Use AWS Cloudwatch logs to check whether logging is enabled for buckets 

Correct Answer: B 

This is given in the AWS Documentation as an example rule in AWS Config Example rules with triggers Example rule
with configuration change trigger 

1. 

You add the AWS Config managed rule, S3_BUCKET_LOGGING_ENABLED, to your account to check whether your
Amazon S3 buckets have logging enabled. 

2. 

The trigger type for the rule is configuration changes. AWS Config runs the evaluations for the rule when an Amazon S3
bucket is created, changed, or deleted. 

3. 

When a bucket is updated, the configuration change triggers the rule and AWS Config evaluates whether the bucket is
compliant against the rule. 

Option A is invalid because AWS Inspector cannot be used to scan all buckets Option C and D are invalid because
Cloudwatch cannot be used to check for logging enablement for buckets. For more information on Config Rules please
see the below Link: https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html The correct
answer is: Use AWS Config Rules to check whether logging is enabled for buckets 

 

QUESTION 4

Your company has a requirement to work with a DynamoDB table. There is a security mandate that all data should be
encrypted at rest. What is the easiest way to accomplish this for DynamoDB. 
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Please select: 

A. Use the AWS SDK to encrypt the data before sending it to the DynamoDB table 

B. Encrypt the DynamoDB table using KMS during its creation 

C. Encrypt the table using AWS KMS after it is created 

D. Use S3 buckets to encrypt the data before sending it to DynamoDB 

Correct Answer: B 

The most easiest option is to enable encryption when the DynamoDB table is created. The AWS Documentation
mentions the following Amazon DynamoDB offers fully managed encryption at rest. DynamoDB encryption at rest
provides enhanced security by encrypting your data at rest using an AWS Key Management Service (AWS KMS)
managed encryption key for DynamoDB. This functionality eliminates the operational burden and complexity involved in
protecting sensitive data. Option A is partially correct, you can use the AWS SDK to encrypt the data, but the easier
option would be to encrypt the table before hand. Option C is invalid because you cannot encrypt the table after it is
created Option D is invalid because encryption for S3 buckets is for the objects in S3 only. For more information on
securing data at rest for DynamoDB please refer to below URL:
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.htmll The correct answer is:
Encrypt the DynamoDB table using KMS during its creation 

 

QUESTION 5

A company\\'s application team needs to host a MySQL database on AWS. According to the company\\'s security policy,
all data that is stored on AWS must be encrypted at rest. In addition, all cryptographic material must be compliant with
FIPS 140-2 Level 3 validation. 

The application team needs a solution that satisfies the company\\'s security requirements and minimizes operational
overhead. 

Which solution will meet these requirements? 

A. Host the database on Amazon RDS. Use Amazon Elastic Block Store (Amazon EBS) for encryption. Use an AWS
Key Management Service (AWS KMS) custom key store that is backed by AWS CloudHSM for key management. 

B. Host the database on Amazon RDS. Use Amazon Elastic Block Store (Amazon EBS) for encryption. Use an AWS
managed CMK in AWS Key Management Service (AWS KMS) for key management. 

C. Host the database on an Amazon EC2 instance. Use Amazon Elastic Block Store (Amazon EBS) for encryption. Use
a customer managed CMK in AWS Key Management Service (AWS KMS) for key management. 

D. Host the database on an Amazon EC2 instance. Use Transparent Data Encryption (TDE) for encryption and key
management. 

Correct Answer: C 

Reference https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html 
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