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QUESTION 1

A security engineer must develop an encryption tool for a company. The company requires a cryptographic solution that
supports the ability to perform cryptographic erasure on all resources protected by the key material in 15 minutes or less
Which AWS Key Management Service (AWS KMS) key solution will allow the security engineer to meet these
requirements?

A. Use Imported key material with CMK

B. Use an AWS KMS CMK

C. Use an AWS managed CMK.

D. Use an AWS KMS customer managed CMK

Correct Answer: C

QUESTION 2

A security engineer is auditing a production system and discovers several additional IAM roles that are not required and
were not previously documented during the last audit 90 days ago. The engineer is trying to find out who created these

IAM roles and when they were created. The solution must have the lowest operational overhead.
Which solution will meet this requirement?

A. Import AWS CloudTrail logs from Amazon S3 into an Amazon Elasticsearch Service cluster, and search through the
combined logs for CreateRole events.

B. Create a table in Amazon Athena for AWS CloudTrail events. Query the table in Amazon Athena for CreateRole
events.

C. Use AWS Config to look up the configuration timeline for the additional IAM roles and view the linked AWS CloudTrail
event.

D. Download the credentials report from the IAM console to view the details for each IAM entity, including the creation
dates.

Correct Answer: A

QUESTION 3

A security alert has been raised for an Amazon EC2 instance in a customer account that is exhibiting strange behavior.
The Security Engineer must first isolate the EC2 instance and then use tools for further investigation.

What should the Security Engineer use to isolate and research this event? (Choose three.)
A. AWS CloudTrail

B. Amazon Athena
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C. AWS Key Management Service (AWS KMS)
D. VPC Flow Logs

E. AWS Firewall Manager

F. Security groups

Correct Answer: ADF

https://github.com/awslabs/aws-well-architected-
labs/blob/master/Security/300_Incident_Response_with_ AWS_Console_and_CLI/Lab_Gui de.md

QUESTION 4

To meet regulatory requirements, a Security Engineer needs to implement an 1AM policy that restricts the use of AWS
services to the us-east-1 Region.

What policy should the Engineer implement?
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A
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow"™,
Aot ionT s e
"Resource": "¥"
"Condition": {
"StringEquals": |
"aws:RequestedBegion": "us—-east-1"
1
}
}
1
}
B
{

"Yersion": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",

LR 1]

"Zetion™:

"Resource": "¥"

"Condition™: {
"StringEquals": {

"ecZ: Hegion": "us-east-1"
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A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: B

QUESTION 5

A company needs a forensic-logging solution for hundreds of applications running in Docker on Amazon EC2 The
solution must perform real-time analytics on the togs must support the replay of messages and must persist the logs.

Which AWS services should be used to meet these requirements? (Select TWO)
A. Amazon Athena

B. Amazon Kinesis

C. Amazon SQS

D. Amazon Elasticsearch

E. Amazon EMR

Correct Answer: BD
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