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QUESTION 1

A security engineer needs to build a solution to turn AWS CloudTrail back on in multiple AWS Regions in case it is ever
turned off. 

What is the MOST efficient way to implement this solution? 

A. Use AWS Config with a managed rule to trigger the AWS-EnableCloudTrail remediation. 

B. Create an Amazon EventBridge (Amazon CloudWatch Events) event with a cloudtrail.amazonaws.com event source
and a StartLogging event name to trigger an AWS Lambda function to call the StartLogging API. 

C. Create an Amazon CloudWatch alarm with a cloudtrail.amazonaws.com event source and a StopLogging event
name to trigger an AWS Lambda function to call the StartLogging API. 

D. Monitor AWS Trusted Advisor to ensure CloudTrail logging is enabled. 

Correct Answer: C 

 

 

QUESTION 2

You have just developed a new mobile application that handles analytics workloads on large scale datasets that are
stored on Amazon Redshift. Consequently, the application needs to access Amazon Redshift tables. Which of the belov
methods would be the best both practically and security-wise, to access the tables? Choose the correct answer from the
options below Please select: 

A. Create an IAM user and generate encryption keys for that user. Create a policy for Redshift read-only access. Embed
th keys in the application. 

B. Create an HSM client certificate in Redshift and authenticate using this certificate. 

C. Create a Redshift read-only access policy in IAM and embed those credentials in the application. 

D. Use roles that allow a web identity federated user to assume a role that allows access to the Redshift table by
providing temporary credentials. 

Correct Answer: D 

The AWS Documentation mentions the following "When you write such an app, you\\'ll make requests to AWS services
that must be signed with an AWS access key. However, we strongly recommend that you do not embed or distribute
long- term AWS credentials with apps that a user downloads t device, even in an encrypted store. Instead, build your
app so that it requests temporary AWS security credentials dynamica when needed using web identify federation. The
supplied temporary credentials map to an AWS role that has only the permissioi needed to perform the tasks required
by the mobile app". Option A.B and C are all automatically incorrect because you need to use IAM Roles for Secure
access to services For more information on web identity federation please refer to the below Link:
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html The correct answer is: Use roles that
allow a web identity federated user to assume a role that allows access to the RedShift table by providing temporary
credentials. 
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QUESTION 3

A security alert has been raised for an Amazon EC2 instance in a customer account that is exhibiting strange behavior.
The Security Engineer must first isolate the EC2 instance and then use tools for further investigation. 

What should the Security Engineer use to isolate and research this event? (Choose three.) 

A. AWS CloudTrail 

B. Amazon Athena 

C. AWS Key Management Service (AWS KMS) 

D. VPC Flow Logs 

E. AWS Firewall Manager 

F. Security groups 

Correct Answer: ADF 

https://github.com/awslabs/aws-well-architected-labs/blob/master/
Security/300_Incident_Response_with_AWS_Console_and_CLI/Lab_Gui de.md 

 

QUESTION 4

An organization operates a web application that serves users globally. The application runs on Amazon EC2 instances
behind an Application Load Balancer. There is an Amazon CloudFront distribution in front of the load balancer, and the
organization uses AWS WAF. The application is currently experiencing a volumetric attack whereby the attacker is
exploiting a bug in a popular mobile game. 

The application is being flooded with HTTP requests from all over the world with the User- Agent set to the following
string: Mozilla/5.0 (compatible; ExampleCorp; ExampleGame/1.22; Mobile/1.0) 

What mitigation can be applied to block attacks resulting from this bug while continuing to service legitimate requests? 

A. Create a rule in AWS WAF rules with conditions that block requests based on the presence of ExampleGame/1.22 in
the User-Agent header 

B. Create a geographic restriction on the CloudFront distribution to prevent access to the application from most
geographic regions 

C. Create a rate-based rule in AWS WAF to limit the total number of requests that the web application services. 

D. Create an IP-based blacklist in AWS WAF to block the IP addresses that are originating from requests that contain
ExampleGame/1.22 in the User-Agent header. 

Correct Answer: A 

Since all the attack has http header- User-Agent set to string: Mozilla/5.0 (compatible; ExampleCorp;) it would be much
more easier to block these attack by simply denying traffic with the header match . HTH ExampleGame/1.22;
Mobile/1.0) 
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QUESTION 5

You are designing a custom IAM policy that would allow uses to list buckets in S3 only if they are MFA authenticated.
Which of the following would best match this requirement? 

A. { "Version": "2012-10-17", "Statement": { "Effect": "Allow", "Action": [ "s3:ListAllMyBuckets", "s3:GetBucketLocation" ],
"Resource": "Resource": "arn:aws:s3:::*", "Condition": { "Bool": {"aws:MultiFactorAuthPresent": true} } } } 

B. { "Version": "2012-10-17", "Statement": { "Effect": "Allow", "Action": [ "s3:ListAllMyBuckets", "s3:GetBucketLocation" ],
"Resource": "Resource": "arn:aws:s3:::*", "Condition": { "Bool": {"aws:MultiFactorAuthPresent":false} } } } 

C. { "Version": "2012-10-17", "Statement": { "Effect": "Allow", "Action": [ "s3:ListAllMyBuckets", "s3:GetBucketLocation" ],
"Resource": "Resource": "arn:aws:s3:::*", "Condition": { "aws:MultiFactorAuthPresent":false } } } 

D. { "Version": "2012-10-17", "Statement": { "Effect": "Allow", "Action": [ "s3:ListAllMyBuckets", "s3:GetBucketLocation" ],
"Resource": "Resource": "arn:aws:s3:::*", "Condition": { "aws:MultiFactorAuthPresent":true } } } 

Correct Answer: A 

The Condition clause can be used to ensure users can only work with resources if they are MFA 

authenticated. 

Option B and C are wrong since the aws:MultiFactorAuthPresent clause should be marked as true. Here 

you are saying that onl if the user has been MFA activated, that means it is true, then allow access. 

Option D is invalid because the "boor clause is missing in the evaluation for the condition clause. 

Boolean conditions let you construct Condition elements that restrict access based on comparing a key to 

"true" or "false." 

Here in this scenario the boot attribute in the condition element will return a value True for option A which 

will ensure that access is allowed on S3 resources. For more information on an example on such a policy, 

please visit the following URL: 

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_mfa-dates.html 
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