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QUESTION 1

A Security Engineer is looking for a way to control access to data that is being encrypted under a CMK. The Engineer is
also looking to use additional authenticated data (AAD) to prevent tampering with ciphertext. 

Which action would provide the required functionality? 

A. Pass the key alias to AWS KMS when calling Encrypt and Decrypt API actions. 

B. Use IAM policies to restrict access to Encrypt and Decrypt API actions. 

C. Use kms:EncryptionContext as a condition when defining IAM policies for the CMK. 

D. Use key policies to restrict access to the appropriate IAM groups. 

Correct Answer: B 

 

QUESTION 2

A company is operating a website using Amazon CloudFornt. CloudFront servers some content from Amazon S3 and
other from web servers running EC2 instances behind an Application. Load Balancer (ALB). Amazon DynamoDB is
used as the data store. The company already uses AWS Certificate Manager (ACM) to store a public TLS certificate that
can optionally secure connections between the website users and CloudFront. The company has a new requirement to
enforce end-to-end encryption in transit. 

Which combination of steps should the company take to meet this requirement? (Select THREE.) 

A. Update the CloudFront distribution. configuring it to optionally use HTTPS when connecting to origins on Amazon S3 

B. Update the web application configuration on the web servers to use HTTPS instead of HTTP when connecting to
DynamoDB 

C. Update the CloudFront distribution to redirect HTTP corrections to HTTPS 

D. Configure the web servers on the EC2 instances to listen using HTTPS using the public ACM TLS certificate Update
the ALB to connect to the target group using HTTPS 

E. Update the ALB listen to listen using HTTPS using the public ACM TLS certificate.Update the CloudFront distribution
to connect to the HTTPS listener. 

F. Create a TLS certificate Configure the web servers on the EC2 instances to use HTTPS only with that certificate.
Update the ALB to connect to the target group using HTTPS. 

Correct Answer: BCE 

 

QUESTION 3

During a security event, it is discovered that some Amazon EC2 instances have not been sending Amazon CloudWatch
logs. 

Which steps can the Security Engineer take to troubleshoot this issue? (Select two.) 
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A. Connect to the EC2 instances that are not sending the appropriate logs and verify that the CloudWatch Logs agent is
running. 

B. Log in to the AWS account and select CloudWatch Logs. Check for any monitored EC2 instances that are in the
"Alerting" state and restart them using the EC2 console. 

C. Verify that the EC2 instances have a route to the public AWS API endpoints. 

D. Connect to the EC2 instances that are not sending logs. Use the command prompt to verify that the right permissions
have been set for the Amazon SNS topic. 

E. Verify that the network access control lists and security groups of the EC2 instances have the access to send logs
over SNMP. 

Correct Answer: AB 

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html 

 

QUESTION 4

A company has resources hosted in their AWS Account. There is a requirement to monitor all API activity for all regions.
The audit needs to be applied for future regions as well. Which of the following can be used to fulfil this requirement. 

Please select: 

A. Ensure Cloudtrail for each region. Then enable for each future region. 

B. Ensure one Cloudtrail trail is enabled for all regions. 

C. Create a Cloudtrail for each region. Use Cloudformation to enable the trail for all future regions. 

D. Create a Cloudtrail for each region. Use AWS Config to enable the trail for all future regions. 

Correct Answer: B 

The AWS Documentation mentions the following You can now turn on a trail across all regions for your AWS account.
CloudTrail will deliver log files from all regions to the Amazon S3 bucket and an optional CloudWatch Logs log group
you specified. Additionally, when AWS launches a new region, CloudTrail will create the same trail in the new region. As
a result you will receive log files containing API activity for the new region without taking any action. Option A and C is
invalid because this would be a maintenance overhead to enable cloudtrail for every region Option D is invalid because
this AWS Config cannot be used to enable trails For more information on this feature, please visit the following URL:
https://aws.ama2on.com/about-aws/whats-new/20l5/l2/turn-on-cloudtrail-across-all-reeions-and-supportfor-multiple-trails
The correct answer is: Ensure one Cloudtrail trail is enabled for all regions. 

 

QUESTION 5

A company has a requirement to create a DynamoDB table. The company\\'s software architect has provided the
following CLI command for the DynamoDB table 
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Which of the following has been taken of from a security perspective from the above command? 

Please select: 

A. Since the ID is hashed, it ensures security of the underlying table. 

B. The above command ensures data encryption at rest for the Customer table 

C. The above command ensures data encryption in transit for the Customer table 

D. The right throughput has been specified from a security perspective 

Correct Answer: B 

The above command with the "-sse-specification Enabled=true" parameter ensures that the data for the DynamoDB
table is encrypted at rest. Options A,C and D are all invalid because this command is specifically used to ensure data
encryption at rest For more information on DynamoDB encryption, please visit the URL:
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html The correct answer is:
The above command ensures data encryption at rest for the Customer table 
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