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QUESTION 1

Your company has a requirement to monitor all root user activity by notification. How can this best be achieved? Choose
2 answers from the options given below. Each answer forms part of the solution 

Please select: 

A. Create a Cloudwatch Events Rule s 

B. Create a Cloudwatch Logs Rule 

C. Use a Lambda function 

D. Use Cloudtrail API call 

Correct Answer: AC 

Below is a snippet from the AWS blogs on a solution 

Option B is invalid because you need to create a Cloudwatch Events Rule and there is such thing as a Cloudwatch Logs
Rule Option D is invalid because Cloud Trail API calls can be recorded but cannot be used to send across notifications
For more information on this blog article, please visit the following URL: https://aws.amazon.com/blogs/mt/monitor-and-
notify-on-aws-account-root-user-activityy correct answers are: Create a Cloudwatch Events Rule, Use a Lambda
function 

 

QUESTION 2

A company is using Amazon Elastic Container Service (Amazon ECS) to deploy an application that deals with sensitive
data During a recent security audit, the company identified a security issue in which Amazon RDS credentials were
stored with the application code In the company\\'s source code repository 
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A security engineer needs to develop a solution to ensure that database credentials are stored securely and rotated
periodically. The credentials should be accessible to the application only The engineer also needs to prevent database
administrators from sharing database credentials as plaintext with other teammates. The solution must also minimize
administrate overhead 

Which solution meets these requirements? 

A. Use the AWS Systems Manager Parameter Store to generate database credentials. Use an 1AM profile for ECS
tasks to restrict access to database credentials to specific containers only. 

B. Use AWS Secrets Manager to store database credentials. Use an 1AM inline policy for ECS tasks to restrict access
to database credentials to specific containers only. 

C. Use the AWS Systems Manager Parameter Store to store database credentials. Use 1AM roles for ECS tasks to
restrict access to database credentials lo specific containers only 

D. Use AWS Secrets Manager to store database credentials. Use 1AM roles for ECS tasks to restrict access to
database credentials to specific containers only. 

Correct Answer: D 

 

QUESTION 3

A company has several Customer Master Keys (CMK), some of which have imported key material. Each CMK must be 

rotated annually. 

What two methods can the security team use to rotate each key? Select 2 answers from the options given below 

Please select: 

A. Enable automatic key rotation for a CMK 

B. Import new key material to an existing CMK 

C. Use the CLI or console to explicitly rotate an existing CMK 

D. Import new key material to a new CMK; Point the key alias to the new CMK. 

E. Delete an existing CMK and a new default CMK will be created. 

Correct Answer: AD 

The AWS Documentation mentions the following Automatic key rotation is available for all customer managed CMKs
with KMS-generated key material. It is not available for CMKs that have imported key material (the value of the Origin
field is External), but you can rotate these CMKs manually. Rotating Keys Manually You might want to create a
newCMKand use it in place of a current CMK instead of enabling automatic key rotation. When the new CMK has
different cryptographic material than the current CMK, using the new CMK has the same effect as changing the backing
key in an existing CMK. The process of replacing one CMK with another is known as manual key rotation. When you
begin using the new CMK, be sure to keep the original CMK enabled so that AWS KMS can decrypt data that the
original CMK encrypted. When decrypting data, KMS identifies the CMK that was used to encrypt the data, and it uses
the sam CMK to decrypt the data. As long as you keep both the original and new CMKs enabled, AWS KMS can
decrypt any data that was encrypted by either CMK. Option B is invalid because you also need to point the key alias to
the new key Option C is invalid because existing CMK keys cannot be rotated as they are Option E is invalid because
deleting existing keys will not guarantee the creation of a new default CMK key For more information on Key rotation
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please see the below Link: https://docs.aws.amazon.com/kms/latest/developereuide/rotate-keys.html The correct
answers are: Enable automatic key rotation for a CMK, Import new key material to a new CMK; Point the key alias to the
new CMK. 

 

QUESTION 4

A company has set up EC2 instances on the AW5 Cloud. There is a need to see all the IP addresses which are
accessing the EC2 Instances. Which service can help achieve this? 

Please select: A. Use the AWS Inspector service 

B. Use AWS VPC Flow Logs 

C. Use Network ACL\\'s 

D. Use Security Groups 

Correct Answer: B 

The AWS Documentation mentions the foil A flow log record represents a network flow in your flow log. Each record
captures the network flow for a specific 5-tuple, for a specific capture window. A 5-tuple is a set of five different values
that specify the source, destination, and protocol for an internet protocol (IP) flow. Options A,C and D are all invalid
because these services/tools cannot be used to get the the IP addresses which are accessing the EC2 Instances For
more information on VPC Flow Logs please visit the URL https://docs.aws.amazon.com/
AmazonVPC/latest/UserGuide/flow-logs.html The correct answer is: Use AWS VPC Flow Logs 

 

QUESTION 5

You are planning to use AWS Configto check the configuration of the resources in your AWS account. You are planning
on using an existing IAM role and using it for the AWS Config resource. Which of the following is required to ensure the
AWS config service can work as required? 

Please select: 

A. Ensure that there is a trust policy in place for the AWS Config service within the role 

B. Ensure that there is a grant policy in place for the AWS Config service within the role 

C. Ensure that there is a user policy in place for the AWS Config service within the role 

D. Ensure that there is a group policy in place for the AWS Config service within the role 

Correct Answer: A 
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Options B,C and D are invalid because you need to ensure a trust policy is in place and not a grant, user or group policy
or more information on the IAM role permissions please visit the below Link:
https://docs.aws.amazon.com/config/latest/developerguide/iamrole-permissions.htmll 

The correct answer is: Ensure that there is a trust policy in place for the AWS Config service within the role 
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