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QUESTION 1

An ecommerce company is running AWS Database Migration Service (AWS DMS) to replicate an on-premises
Microsoft SQL Server database to Amazon RDS for SQL Server. The company has set up an AWS Direct Connect
connection 

from its on-premises data center to AWS. During the migration, the company\\'s security team receives an alarm that is
related to the migration. The security team mandates that the DMS replication instance must not be accessible from
public 

IP addresses. 

What should a database specialist do to meet this requirement? 

A. Set up a VPN connection to encrypt the traffic over the Direct Connect connection. 

B. Modify the DMS replication instance by disabling the publicly accessible option. 

C. Delete the DMS replication instance. Recreate the DMS replication instance with the publicly accessible option
disabled. 

D. Create a new replication VPC subnet group with private subnets. Modify the DMS replication instance by selecting
the newly created VPC subnet group. 

Correct Answer: C 

https://aws.amazon.com/premiumsupport/knowledge-center/dms-disable-public-access/ 

 

QUESTION 2

A company is hosting critical business data in an Amazon Redshift cluster. Due to the sensitive nature of the data, the
cluster is encrypted at rest using AWS KMS. As a part of disaster recovery requirements, the company needs to copy
the Amazon Redshift snapshots to another Region. 

Which steps should be taken in the AWS Management Console to meet the disaster recovery requirements? 

A. Create a new KMS customer master key in the source Region. Switch to the destination Region, enable Amazon
Redshift cross-Region snapshots, and use the KMS key of the source Region. 

B. Create a new IAM role with access to the KMS key. Enable Amazon Redshift cross-Region replication using the new
IAM role, and use the KMS key of the source Region. 

C. Enable Amazon Redshift cross-Region snapshots in the source Region, and create a snapshot copy grant and use a
KMS key in the destination Region. 

D. Create a new KMS customer master key in the destination Region and create a new IAM role with access to the new
KMS key. Enable Amazon Redshift cross-Region replication in the source Region and use the KMS key of the
destination Region. 

Correct Answer: C 

If you want to enable cross-Region snapshot copy for an AWS KMS-encrypted cluster, you must configure a snapshot
copy grant for a root key in the destination AWS Region Source-Region : configure a cross-Region snapshot for an
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AWS KMS-encrypted cluster In Destination AWS Region : choose the AWS Region to which to copy snapshots. https://
docs.aws.amazon.com/redshift/latest/mgmt/managing-snapshots-console.html#xregioncopy-kms-encrypted-snapshot 

 

QUESTION 3

A Database Specialist is migrating an on-premises Microsoft SQL Server application database to Amazon RDS for
PostgreSQL using AWS DMS. The application requires minimal downtime when the RDS DB instance goes live. 

What change should the Database Specialist make to enable the migration? 

A. Configure the on-premises application database to act as a source for an AWS DMS full load with ongoing change
data capture (CDC) 

B. Configure the AWS DMS replication instance to allow both full load and ongoing change data capture (CDC) 

C. Configure the AWS DMS task to generate full logs to allow for ongoing change data capture (CDC) 

D. Configure the AWS DMS connections to allow two-way communication to allow for ongoing change data capture
(CDC) 

Correct Answer: A 

"requires minimal downtime when the RDS DB instance goes live" in order to do CDC: "you must first ensure that
ARCHIVELOG MODE is on to provide information to LogMiner. AWS DMS uses LogMiner to read information from the
archive 

logs so that AWS DMS can capture changes" 

https://docs.aws.amazon.com/dms/latest/sbs/chap-oracle2postgresql.steps.configureoracle.html 

"If you want to capture and apply changes (CDC), then you also need the following privileges." 

 

QUESTION 4

A large IT hardware manufacturing company wants to deploy a MySQL database solution in the AWS Cloud. The
solution should quickly create copies of the company\\'s production databases for test purposes. The solution must
deploy the test databases in minutes, and the test data should match the latest production data as closely as possible.
Developers must also be able to make changes in the test database and delete the instances afterward. 

Which solution meets these requirements? 

A. Leverage Amazon RDS for MySQL with write-enabled replicas running on Amazon EC2.Create the test copies using
a mysqidump backup from the RDS for MySQL DB instances and importing them into the new EC2 instances. 

B. Leverage Amazon Aurora MySQL. Use database cloning to create multiple test copies of the production DB clusters. 

C. Leverage Amazon Aurora MySQL. Restore previous production DB instance snapshots into new test copies of
Aurora MySQL DB clusters to allow them to make changes. 

D. Leverage Amazon RDS for MySQL. Use database cloning to create multiple developer copies of the production DB
instance. 

Correct Answer: B 
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QUESTION 5

An information management services company is storing JSON documents on premises. The company is using a
MongoDB 3.6 database but wants to migrate to AWS. The solution must be compatible, scalable, and fully managed.
The solution also must result in as little downtime as possible during the migration. 

Which solution meets these requirements? 

A. Create an AWS Database Migration Service (AWS DMS) replication instance, a source endpoint for MongoDB, and a
target endpoint of Amazon DocumentDB (with MongoDB compatibility). 

B. Create an AWS Database Migration Service (AWS DMS) replication instance, a source endpoint for MongoDB, and a
target endpoint of a MongoDB image that is hosted on Amazon EC2 

C. Use the mongodump and mongorestore tools to migrate the data from the source MongoDB deployment to Amazon
DocumentDB (with MongoDB compatibility). 

D. Use the mongodump and mongorestore tools to migrate the data from the source MongoDB deployment to a
MongoDB image that is hosted on Amazon EC2. 

Correct Answer: A 

https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-migration.html#docdb-migration-approaches 
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