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QUESTION 1

A cloud practitioner needs to apply security rules to a subnet for Amazon EC2 instances. Which AWS service or feature
can the cloud practitioner use to meet this requirement?

A. AWS WAF

B. Network ACLs

C. Security groups

D. AWS Managed Services (AMS)

Correct Answer: B

QUESTION 2

Which AWS service makes it easy to create and manage AWS users and groups, and provide them with secure access
to AWS resources at no charge?

A. AWS Direct Connect

B. Amazon Connect

C. AWS Identity and Access Management (IAM)
D. AWS Firewall Manager

Correct Answer: C

Reference: https://docs.aws.amazon.com/IAM/latest/UserGuide/console_controlling-access.html
https://aws.amazon.com/iam/

QUESTION 3

A characteristic of edge locations is that they:

A. host Amazon EC2 instances closer to users.

B. help lower latency and improve performance for users.

C. cache frequently changing data without reaching the origin server.
D. refresh data changes daily.

Correct Answer: C

Reference: https://www.edureka.co/community/600/what-is-an-edge-location-in-aws
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QUESTION 4

A company has deployed its IT infrastructure in the AWS Cloud. The company\\'s database must support reads with sub-
millisecond latency. Which AWS service will meet this requirement?

A. Amazon EMR

B. Amazon RDS

C. AWS Glue

D. Amazon ElastiCache

Correct Answer: D

QUESTION 5

Which duty is a responsibility of AWS under the AWS shared responsibility model?
A. Identity and access management

B. Server-side encryption (SSE)

C. Firewall configuration

D. Maintaining physical hardware

Correct Answer: D
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