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QUESTION 1

Which AWS service enables risk auditing of an AWS account by tracking and recording user actions and source IP
addresses?

A. AWS X-Ray

B. AWS Shield

C. AWS Trusted Advisor
D. AWS CloudTrail
Correct Answer: D

Reference: https://aws.amazon.com/cloudtrail/#:~:text=AWS%20CloudTrail%20is%20a%20service,actions%20across%
20your%20AWS%20infrastructure.

QUESTION 2

What are the multiple, isolated locations within an AWS Region that are connected by low-latency networks called?
A. AWS Direct Connects

B. Amazon VPCs

C. Edge locations

D. Availability Zones

Correct Answer: D

Each Region is completely independent. Each Availability Zone is isolated, but the Availability Zones in a Region are
connected through low-latency links. A Local Zone is an AWS infrastructure deployment that places select services
closer to your end users. A Local Zone is an extension of a Region that is in a different location from your Region. It
provides a high-bandwidth backbone to the AWS infrastructure and is ideal for latency-sensitive applications, for

example machine learning. Reference: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-
availability-zones.html

QUESTION 3

A company recently created its first AWS account.

Which AWS services will require the use of a VPC? (Select TWO.)
A. Amazon S3

B. Amazon Elastic File System (Amazon EFS)

C. Amazon Cognito
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D. Amazon DynamoDB
E. Amazon EC2

Correct Answer: BE

QUESTION 4

Which of the following is a benefit of operating in the AWS Cloud?

A. The ability to migrate on-premises network devices to the AWS Cloud

B. The ability to expand compute, storage, and memory when needed

C. The ability to host custom hardware in the AWS Cloud

D. The ability to customize the underlying hypervisor layer for Amazon EC2

Correct Answer: B

B. The ability to expand compute, storage, and memory when needed: One of the main benefits of operating in the AWS
Cloud is the ability to rapidly scale your resources up or down as your needs change. With AWS, you can quickly
provision new resources such as EC2 instances, databases, and storage to handle changing workloads or spikes in

traffic. You can also scale resources automatically using services like AWS Auto Scaling, which automatically adjusts
the number of EC2 instances in response to changes in demand.

QUESTION 5
Which of the following are benefits of VPC endpoints? (Choose two.)

A. A VPC endpoint makes private connections possible between an on-premises environment and supported AWS
services.

B. A VPC endpoint applies encryption to a connection that would be unencrypted otherwise.
C. A VPC endpoint makes private connections possible between a VPC and supported AWS services.

D. A VPC endpoint does not require an internet gateway, virtual private gateway, NAT device, VPN connection, or AWS
Direct Connect connection.

E. A VPC endpoint makes public connections possible for applications. Instances in the VPC do not require public IP
addresses to communicate with the internet.

Correct Answer: AC
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