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QUESTION 1

A company is running an application on AWS. The company wants to identify and prevent the accidental download of
malware. 

Which AWS service or feature will meet these requirements? 

A. Amazon GuardDuty 

B. Network ACL 

C. AWS WAF 

D. AWS Network Firewall 

Correct Answer: A 

 

QUESTION 2

Which AWS Support plans provide a complete set of AWS Trusted Advisor checks? 

A. AWS Business Support and AWS Basic Support 

B. AWS Enterprise Support and AWS Business Support 

C. AWS Enterprise Support and AWS Developer Support 

D. AWS Business Support and AWS Developer Support 

Correct Answer: B 

 

QUESTION 3

An external auditor has requested that a company provide a list of all its 1AM users, including the status of users\\'
credentials and access keys What is the SIMPLEST way to provide this information? 

A. Create an 1AM user account for the auditor, granting the auditor administrator permissions 

B. Take a screenshot of each user\\'s page in the AWS Management Console, then provide the screenshots to the
auditor 

C. Download the 1AM credential report then provide the report to the auditor. 

D. Download the AWS Trusted Advisor report, then provide the report to the auditor 

Correct Answer: C 

 

QUESTION 4
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A company needs to run a workload that requires low-latency access to an on-premises data center. The company
wants a fully managed service to extend its existing VPC to local resources. 

Which AWS service or resource should the company use? 

A. AWS Outposts 

B. Amazon Connect 

C. AWS Snowball Edge 

D. Amazon WorkLink 

Correct Answer: A 

Explanation: comparison between the outpost and Local zone "should be local and on-premises" local zones are not on
premises at all https://aws.amazon.com/blogs/compute/aws-local-zones-and-aws-outposts-choosing-the- right-
technology-for-your-edge-workload/ 

 

QUESTION 5

A company sets up its AWS environment and creates eight IAM users for the development team. 

Which of the following is a best practice for the company to follow to grant permissions to these IAM users? 

A. Apply the principle of least privilege. Create one password, and set the password for each user. 

B. Provide the development team members with AWS account root user access. 

C. Apply the principle of least privilege. Attach a separate IAM policy for each individual user. 

D. Apply the principle of least privilege. Grant access to an IAM group, and add the eight users to that group. 

Correct Answer: C 
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