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QUESTION 1

You have a three-tier web application with separate subnets for Web, Applications, and Database tiers. Your CISO
suspects your application will be the target of malicious activity. You are tasked with notifying the security team in the
event your application is port scanned by external systems. 

Which two AWS Services cloud you leverage to build an automated notification system? (Choose two.) 

A. Internet gateway 

B. VPC Flow Logs 

C. AWS CloudTrail 

D. Lambda 

E. AWS Inspector 

Correct Answer: CD 

References: https://aws.amazon.com/blogs/security/how-to-receive-alerts-when-specific-apis-are-calledby-using-aws-
cloudtrail-amazon-sns-and-aws-lambda/ 

 

QUESTION 2

Which AWS service is used within an AWS Config Rule to perform the logic evaluation of that rule? 

A. Inspector 

B. WAF 

C. Lambda 

D. SWF 

Correct Answer: C 

Explanation: AWS Config Rules are a great way to help you enforce specific compliance controls and checks across
your resources and allows for you to adopt an `ideal\\' deployment specification for each of your resource types. Each
Rule is simply a Lambda function that when called upon evaluates the resource and carries out some simply logic to
determine the compliance result with the rule. 

Reference: http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_developrules_nodejs-
sample.html 

 

QUESTION 3

A company runs its applications on Amazon EC2 instances. A network engineer must deny specific ports for all
applications and must allow only approved ports for each application. All outbound traffic from the instances must be
allowed. 
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Which solution will meet these requirements? 

A. Create a network ACL for each application to allow the application\\'s approved ports. Associate the network ACL
with the appropriate instances. Create a security group that denies the required specific ports. Associate the security
group with the appropriate subnets. 

B. Create a security group for each application to allow the application\\'s approved ports. Associate the security group
with the appropriate instances. Create a network ACL that denies the required specific ports. Associate the network ACL
with the appropriate subnets. 

C. Create a security group for each application to allow the application\\'s approved ports. Associate the security group
with the appropriate instances. Create a network ACL that denies the required specific ports inbound and denies all
ports outbound. Associate the network ACL with the appropriate subnets. 

D. Create a security group for each application to allow the application\\'s approved ports. Associate the security group
with the appropriate instances. Create an additional security group that denies the required specific ports. Associate the
additional security group with the appropriate instances. 

Correct Answer: C 

 

QUESTION 4

A network engineer has configured a private hosted zone using Amazon Route 53. The engineer needs to configure
health checks for record sets within the zone that are associated with instances. 

How can the engineer meet the requirements? 

A. Configure a Route 53 health check to a private IP associated with the instances inside the VPC to be checked. 

B. Configure a Route 53 health check pointing to an Amazon SNS topic that notifies an Amazon CloudWatch alarm
when the Amazon EC2 StatusCheckFailed metric fails. 

C. Create a CloudWatch metric that checks the status of the EC2 StatusCheckFailed metric, add an alarm to the metric,
and then create a health check that is based on the state of the alarm. 

D. Create a CloudWatch alarm for the StatusCheckFailed metric and choose Recover this instance, selecting a
threshold value of 1. 

Correct Answer: A 

 

 

QUESTION 5

You are building an application that provides real-time audio and video services to customers on the Internet. The
application requires high throughput. To ensure proper audio and video transmission, minimal latency is required. 

Which of the following will improve transmission quality? 

A. Enable enhanced networking 

B. Select G2 instance types 
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C. Enable jumbo frames 

D. Use multiple elastic network interfaces 

Correct Answer: D 
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