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QUESTION 1

A corporate network routing table contains 624 individual RFC 1918 and public IP prefixes. You have two AWS Direct
Connect connectors. You con?gure a private virtual interface on both connections to a virtual private gateway. The
virtual private gateway is not currently attached to a VPC. Neither BGP session will maintain the Established state on
the customer router. The AWS Management Console reports the private virtual interfaces as Down. 

What could you do to address the problem so that the AWS Management Console reports the private virtual interface as
Available? 

A. Attach the virtual private gateway to a VPC and enable route propagation. 

B. Filter the public IP pre?xes on the corporate network from the private virtual interface. 

C. Change the BGP advertisements from the corporate network to only be a default route. 

D. Attach the second virtual interface to an alternative virtual private gateway. 

Correct Answer: D 

 

 

QUESTION 2

You have configured a dynamic VPN between your datacenter and your VPC. Your router says the tunnel is up and
BGP is active, but for some reason, you are not seeing your routes propagate. 

What is most likely the issue? 

A. You need to configure the firewall for BGP. 

B. Your router does not support BFD. 

C. You need to obtain a new BGP MD5 key. 

D. You forgot to set route propagation to "yes" in the route table. 

Correct Answer: D 

Explanation: 

You forgot to set route propagation to "yes" in the route table. If the route table says BGP is active and the 

tunnel is up, then you do not have a firewall issue. BFD has nothing to do with route propagation. You do 

not need a BGP MD5 key for VPN. 

 

QUESTION 3

The Web Application Development team is worried about malicious activity from 200 random IP addresses. Which
action will ensure security and scalability from this type of threat? 
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A. Use inbound security group rules to block the IP addresses. 

B. Use inbound network ACL rules to block the IP addresses. 

C. Use AWS WAF to block the IP addresses. 

D. Write iptables rules on the instance to block the IP addresses. 

Correct Answer: B 

 

 

QUESTION 4

A legacy, on-premises web application cannot be load balanced effectively. There are both planned and unplanned
events that cause usage spikes to millions of concurrent users. The existing infrastructure cannot handle the usage
spikes. The CIO has mandated that the application be moved to the cloud to avoid further disruptions, with the
additional requirement that source IP addresses be unaltered to support network traffic-monitoring needs. Which of the
following designs will meet these requirements? 

A. Use an Auto Scaling group of Amazon EC2 instances behind a Classic Load Balancer. 

B. Use an Auto Scaling group of EC2 instances in a target group behind an Application Load Balancer. 

C. Use an Auto Scaling group of EC2 instances in a target group behind a Classic Load Balancer. 

D. Use an Auto Scaling group of EC2 instances in a target group behind a Network Load Balancer. 

Correct Answer: D 

 

 

QUESTION 5

Your on-premises network has an IP address range of 11.11.0.0/16. Only IPs within this network range can be used for
inter-server communication. The IP address range 11.11.253.0/24 has been allocated for the cloud. 

You need to design a VPC in AWS. The servers within the VPC should be able to communicate with hosts both on the
Internet and on-premises through a VPN connection. 

What combination of configuration steps meets your needs? (Choose two) 

A. Set up the VPC with an IP address range of 11.11.253.0/24. 

B. Set up the VPC with an RFC 1918 private IP address range (e.g., 10.10.10.0/24), and set up a NAT gateway to do
translation between 10.10.10.0/24 and 11.11.253.0/24 for all outbound traffic. 

C. Set up a VPN connection between a VGW and an on-premises router, set the VGW as the default gateway for all
traffic, and configure the on-premises router to forward traffic to the Internet. 

D. Set up a VPN connection between a VGW and an on-premises router, set the VGW as the default gateway for traffic
destined to 11.11.0.0/24, and add a VPC subnet route to point the default gateway to 
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an Internet gateway for Internet traffic. 

E. Set up the VPC with an RFC 1918 private IP address range (e.g., 10.10.10.0/24), and set the VGW to do a source IP
translation of all outbound packets to 11.11.0.0/16. 

Correct Answer: AC 

Explanation: 

The VPC needs to use a CIDR block in the assigned range (and be non-overlapping with the data center). 

All traffic not destined for the VPC is routed to the VGW (that route is assumed) and must then be 

forwarded to the Internet when it arrives on-premises. B and E are wrong because they are not in the 

assigned range (you can use non-RFC 1918 addresses in a VPC). D is wrong because it directs traffic to 

the Internet through the Internet gateway. 
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