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QUESTION 1
AAA Profile > employeel-aaa_prof Show Reference Save As Reset
Initial role logon H
MAC Authentication Default Role guest -
802.1X Authentication Default Role employee .
Download Role from CPPM =
L2 Authentication Fail Through
Multiple Server Accounting
Enable
User idle timeout
seconds
RADIUS Interim Accounting
User derivation rules scanner <
Wired to Wireless Roaming Iﬂ
SIP authentication role ~=MNONE-- A
Device Type Classification #
Enforce DHCP
PAN Firewall Integration
B02.1X Authentication Profile > dotix_prof-bsi53 Show Reference | Save As Reset
Basic Advanced
Max authentication failures 0 __I
Enforce Machine Authentication IE
Machine Authentication: Defauit Machine Role _l_:l_l;rjl_:{a[l_ ¢
Machine Authentication: Default User Role | guest H
Reauthentication L
Termination
Termination EAP-Type eap-tls eap-peap
Termination Inner EAP-Type eap-mschapv2 eap-gtc
The screen captures above show the 802.1X authentication profile and AAA profile settings for a VAP. Ifmachine
authenticationfailsanduser authenticationfails, which role will be assigned?
A. employee
B. guest
C. CaptivePortal
D. Logon
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E. no role will be assigned

Correct Answer: E

QUESTION 2

What are the types of user derivation rules that can be applied to a user? (Choose two)
A. SSID

B. MAC

C. VLAN

D. Role

E. AP

Correct Answer: CD

QUESTION 3

A client has not purchased the RF Protect license. Without this license what is still supported, in the basic OS?
A. Only Intrusion Detection but no Intrusion Protection

B. Rogue Detection and Containment

C. Spectrum Analysis

D. Can only configure High, Medium and Low settings, No customization

E. Without the License there is no Intrusion detection nor Intrusion Protection

Correct Answer: B

QUESTION 4

A controller is provisioned in L3 Mode for Wireless Users. What must be configured on the controller to enable DHCP
requests to an external DHCP server?

A. an IP helper command

B. the IP address of the DNS server

C. the IP address of the APs

D. the subnet address of the DHCP server

E. the DHCP server IPSEC Key
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Correct Answer: A

QUESTION 5

Which match condition can be used by a server derivation rule?(Choose two)
A. greater than

B. less than

C. inverse of

D. contains

E. equals

Correct Answer: DE
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