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QUESTION 1

In a campus environment, where are encryption keys sent or stored when users roam between tunneled mode APs on
the same controller using 802.1X?

A. sent to the new AP via GRE

B. sent to the new AP via IPSec

C. stored on the controller

D. stored on the RADIUS server

E. original AP sends keys to new AP

Correct Answer: C

QUESTION 2

If a Remote AP (RAP) is attempting to contact a controller that is behind a NAT device what protocol must be allowed
through the NAT/Firewall?

A. PAPI
B. NATT
C. IPSec
D. SSH
E. GRE

Correct Answer: B

QUESTION 3

Which of the following commands is most useful in showing the traffic of an individual user?
A. show datapath session table

B. show acl hits

C. show rights

D. show firewall

E. show traffic client

Correct Answer: A
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QUESTION 4

A wired device is connected to an untrusted port on a controller. How can a role be assigned to the device?
A. An initial Role can be assigned directly to the VLAN

B. Roles are assigned to devices connected to a trusted port

C. A default Role can be directly assigned to an untrusted port

D. Adding a wired AAA profile to a VLAN on the untrusted port

E. The Role assigned to the untrusted port

Correct Answer: D

QUESTION 5

The screen captures above show the 802.1X authentication profile and AAA profile settings for a VAP.
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AAA Profile = default Show Reference Save As | Reset |
Initial role | |5§;J:'ﬁ' = |
MAC Authentication Default Role | guest =
802.1X Authentication Default Role [ employee 2

L2 Authentication Fail Through g

|_|Enable

seconds [ ;

User idle timeout

RADIUS Interim Accounting &

Usar derivation rules | —-NONE-- = |

Wired to Wireless Roaming @

SIP authentication role | =——NOMNE-- :. |

Device Type Classification lg

Enforce DHCP ]

B02.1X Authentication Profile > | default .:.! Show Reference Save As

Basic @ Advanced

Reset

Max authentication failures -L-EI

Enforce Machine Authentication IE

Machine Authentication: Default Machine Role | .guest

Machine Authentication: Default User Role | guest

Reauthentication &

Termination [

Termination EAP-Type eap-tls gap-peap

Termination Inner EAP-Type gap-mschapw2 eap-gtc

If machine authentication passes and user authentication fails, which role will be assigned?
A. employee

B. guest

C. contractor

D. logon

E. no role is assigned
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Correct Answer: B
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