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QUESTION 1

Refer to the screenshot below:

Configuration » Services » Edit - MAC Caching - Guest MAC Authentication

Services - MAC Caching - Guest MAC Authentication

Summary Service Authentication m Holes Enforcement

Authorization Details: Authorization sources from which role mapping attributes are fet
Authentication Source
1. [Endpoints Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mappin

[Insight Repository] [Local SQL DB] - Remove

MAC Caching - MAC-Guest-Check [Genernc 5Q View Datails

L Modify

=

~Selectto Add-

Which of the following is true of the MAC-Guest-Check SQL query authorization source?
A. It\\'s used to check if the MAC address status is known in the endpoints table

B. It\\'s used to check if the guest account has expired

C. It\W's used to check if the MAC address status is unknown in the endpoints table

D. It\\'s used to check how long it\\'s been since the last web login authentication

E. It\'s used to check if the MAC address is in the MAC Caching repository

Correct Answer: B

QUESTION 2

What information can we conclude from the above audit row detail? (Choose 2) A. radius01 was added as an
authentication source.
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Audit Row Detalls X
Old Data New Data Inline Difference

Service Detalls
Precedence Order

& W

Authentication

Authentication Sources 1. [Onboard Devices Repository] [Local SQL DB)
2. testtraining [Active Directory]

3. radiusO1 [Active Directory]
4. [Endpoints Repository] [Local SQL DB]
5. [Local User Repository] [Local SQL DB]

Modified | Added .Deleted « Moved up ¥ Moved down

B. radius01 was deleted from the list of authentication sources.
C. The policy service was moved to position number 3.

D. The policy service was moved to position number 4.

E. radius01 was moved to position number 4.

Correct Answer: BD

QUESTION 3

Refer to the screen capture below:
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Authentication Sources - remotelab AD

Summary Primary Attributes

Name: ' remotelab AD

Description: ‘

Type: Active Directory

Use for Authorization: «~ Enable to use this authentication source to

Authorization Sources:

-~ Select -- v
Server Timeout: 10 | seconds
Cache Timeout: 136000 |seconds

Backup Servers Priority:

Add Backup

What does the Cache Timeout Value refer to?
A. The amount of time the Policy Manager caches the user credentials stored in the Active Directory.
B. The amount of time the Policy Manager caches the user attributes fetched from Active Directory.

C. The amount of time the Policy Manager waits for a response from the Active Directory before sending a timeout
message to the Network Access Device.

D. The amount of time the Policy Manager waits for a response from the Active Directory before checking the backup
authentication source.

E. The amount of time the Policy Manager caches the user\\'s client certificate.

Correct Answer: B

QUESTION 4

Which of the following are valid policy simulation types in Clearpass? (Choose 3)
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A. Role Mapping

B. Endpoint Profiler

C. Authorization Attributes
D. Chained Simulation

E. Enforcement Policy

Correct Answer: ADE

QUESTION 5

Refer to the screenshot in the diagram below, which illustrates a configuration of a Windows 802.1X supplicant for EAP-
PEAP authentication.
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When connecting:
|¥] validate server certificate

[71Connect to these servers:

Trusted Root Certification Authorities:

[] AddTrust External CA Root

] administrator

[7] arubanetworks-SJCCAD 1-CA

] aruba-server [}

[7] arubatraining-1AW /SWDI

|| Baltmore CyberTrust Root

|| Certum CA

¢ | m J

| "] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

| Secured password (EAP-MSCHAP v2) v| [ configwre... |

[¥] Enable Fast Reconnect

[ Enforce Network Access Protection

|| Disconnect if server does not present aryptobinding TLV
[”| Enable [dentity Privacy |

In a deployment, which certificate would you select under the \\'Trusted root certification authority\\' section?
A. The server certificate

B. The client certificate

C. The root CA self-signed certificate

D. The root CA certificate signed by the client

E. The client certificate signed by the root CA

Correct Answer: C
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