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QUESTION 1

Which of the following checks are made with OnGuard posture evaluation in Clearpass? (Choose 3) 

A. Peer-to-peer application checks 

B. Client role check 

C. EAP TLS certificate validity 

D. Registry keys 

E. Operating System version 

Correct Answer: ADE 

 

QUESTION 2

Refer to the following Service configuration: A user connects to an Aruba Access Point wireless SSID named "secure-
corporate" and performs an 802.1X authentication with ClearPass as the authentication server. 

Which service will be triggered? 

A. pod8wired 

B. pod8-mac auth 
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C. pod8wireless 

D. [Policy Manager Admin Network Service] 

E. No service will be triggered 

Correct Answer: C 

 

QUESTION 3

UDP Port 3799 is used for RADIUS CoA (RFC 3576). This port has been blocked by a firewall between a NAD device
and ClearPass. Which of the following is true? 

A. RADIUS Authentications will fail since the NAD won\\'t be able to reach the ClearPass server. 

B. RADIUS Authentications will not happen since the NAD won\\'t be able to reach the ClearPass server. 

C. RADIUS Authentication will succeed, but Post-Authentication Disconnect-Requests from ClearPass to the Controller
will not be delivered. 

D. RADIUS Authentication will succeed, but RADIUS Access-Accept messages from ClearPass to the Controller for
Change of Role will not be delivered. 

E. During RADIUS authentication, certificate exchange between the NAD and Clearpass will fail. 

Correct Answer: C 

 

QUESTION 4

A company deployed the guest Self-registration with Sponsor Approval workflow for their guest SSID. The administrator
logs into the Policy Manager and sees the following in the Guest User Repository: 

What can you conclude from the above? (Choose 2) 

A. The guest has submitted the registration form. 

B. The guest has not submitted the registration form yet. 
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C. The sponsor has confirmed the guest account. 

D. The sponsor has not confirmed the guest account yet. 

E. The user\\'s account is active. 

Correct Answer: AD 

 

QUESTION 5

Shown here is a AAA profile in the Aruba Controller. 

According to the configuration shown here, what would we expect to see in the ClearPass Policy Manager? 

A. RADIUS accounting start-stop messages 

B. RADIUS interim accounting messages 

C. RADIUS interim and start-stop messages 

D. No accounting messages will be seen 

E. RADIUS accounting messages will be sent from the Client to the Controller 

Correct Answer: A 
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