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QUESTION 1

Which of the following types of Posture Token sources are available on Clearpass? (Choose 2)
A. Posture Policy

B. Endpoint Profiler

C. Microsoft NPS Server

D. Active Directory

E. Aruba Controller

Correct Answer: AC

QUESTION 2

Which of the following are valid policy simulation types in Clearpass? (Choose 3)
A. Role Mapping

B. Endpoint Profiler

C. Authorization Attributes

D. Chained Simulation

E. Enforcement Policy

Correct Answer: ADE

QUESTION 3

What is the purpose of the Serial Port in the ClearPass appliance?

A. To connect 2 ClearPass servers together in a cluster.

B. To connect a ClearPass server to a Network Access Device.

C. For administrators to configure the ClearPass appliance using the command line.
D. For administrators to configure the ClearPass appliance using the WebUI.

E. For administrators to access Clearpass using SSH.

Correct Answer: C

QUESTION 4
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Refer to the screen capture below: If a user from the department "Product Management" connects on Monday to a NAD
device that belongs to the Device Group HQ, what role is assigned to the user in Clearpass?

R roi  rrong e

Policy:
Policy Name: WLAN role mapping
Description:
Default Role: [Guest]

Mapping Rules:
Rules Evaluation Algorithm: First applicable

Conditions Role Name

'(Authorization:remctelab AD:Department EQUALS Product Management)
OR (Authorization: remotelab AD:UserDN EQUALS Executive)

2.|(Authorization: [Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Windows) Vendor
(Authorization: [Endpoints Repository]:Category CONTAINS SmartDevice)

1. Executive

3./ AND (Authorization: [ Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Apple) 'OS Device

4. (Authorization:remotelab AD:UserDN EXISTS ) [Employee]
(Authorization:remotelab AD:Department EQUALS HR)

5.|0R (Connection:NAD-IP-Address BELONGS_TO_GROUP HQ) HR Local

OR (Date: Day-of-Week NOT_BELONGS_TO Saturday, Sunday)

(Host:OSType CONTAINS Fedora)

6./0OR (Host:OSType CONTAINS Redhat) Linux User
OR (Host:OSType CONTAINS Ubuntu)

A. Executive
B. HR Local
C. Employee
D. Guest

E. Linux Hosts

Correct Answer: A

QUESTION 5

What does a client need for it to perform EAP-PEAP successfully, if \\'Validate Server Certificate\\' is not enabled?
A. Username and Password

B. Client Certificate

C. Pre-shared key

D. Certificate Authority

E. Server Certificate
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Correct Answer: A
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