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QUESTION 1

An employee authenticates using their corporate laptop and runs the dissolvable onguard agent to send a health check
back the Policy Manager. Based on the health of the device a VLAN is assigned to the corporate laptop. 

Which licenses are consumed in this scenario? 

A. 1 Policy Manager license, 1 Onboard License. 

B. 1 Policy Manager license, 1 OnGuard License. 

C. 2 Policy Manager licenses, 1 OnGuard License. 

D. 1 Policy Manager license, 1 Profile License. 

E. 2 Policy Manager licenses, 2 Onguard licenses. 

Correct Answer: B 

 

QUESTION 2

UDP Port 3799 is used for RADIUS CoA (RFC 3576). This port has been blocked by a firewall between a NAD device
and ClearPass. Which of the following is true? 

A. RADIUS Authentications will fail since the NAD won\\'t be able to reach the ClearPass server. 

B. RADIUS Authentications will not happen since the NAD won\\'t be able to reach the ClearPass server. 

C. RADIUS Authentication will succeed, but Post-Authentication Disconnect-Requests from ClearPass to the Controller
will not be delivered. 

D. RADIUS Authentication will succeed, but RADIUS Access-Accept messages from ClearPass to the Controller for
Change of Role will not be delivered. 

E. During RADIUS authentication, certificate exchange between the NAD and Clearpass will fail. 

Correct Answer: C 

 

QUESTION 3

Refer to the screen capture below If a user from the department "HR" connects on Monday using their Windows Laptop
to a switch that belongs to the Device Group HQ, what role is assigned to the user in Clearpass? 
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A. Executive 

B. HR Local 

C. Employee 

D. Guest 

E. Vendor 

Correct Answer: E 

 

QUESTION 4

What is the Onboard license usage based on? 

A. Each user connected to the provisioning SSID uses 1 Onboard license. 

B. Each user authenticated using the Onboard credential uses 1 Onboard license. 

C. Each user provisioned using the Onboard process uses 1 Onboard license. 

D. Each user that has the OnGuard agent downloaded uses 1 Onboard license. 

E. Each user that downloads the Onboard application to their iOS device uses 1 Onboard license. 

Correct Answer: C 
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QUESTION 5

Refer to the screen capture below: 

Based on the Posture Policy configuration shown above, which of the following statements is true? 

A. This Posture Policy can be applied to an 802.1x wired service. 

B. This Posture Policy checks the health status of devices running Windows, Linux and Mac OS 

C. This Posture Policy can use either the persistent or dissolvable OnGuard agent to obtain the statement of health. 

D. This Posture Policy checks for presence of a firewall application in Windows devices. 

E. This Posture Policy checks with a Windows NPS server for posture tokens. 

Correct Answer: C 
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