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QUESTION 1

A University wants to deploy ClearPass with the Guest module. They have two types of users that need to use web
login authentication. The first type of users are students whose accounts are in their Active Directory Server. The
second type of users are friends of students who need to self-register to access the network.

How should the service be setup in the Policy Manager for this Network?

A. Create a service with the Guest User Repository as the Authentication Source and the Active Directory Server as the
authorization source.

B. Create a service with the Active Directory Server as the Authentication Source and the Guest User Repository as the
authorization source.

C. Create a service with the Guest User Repository and Active Directory servers as Authentication Sources.

D. Create a service with only the Guest user Repository as the authentication source, and Guest User Repository and
Active Directory server as authorization sources.

E. Create a service with the Guest User Repository or Active Directory server as the single Authentication Source.

Correct Answer: C

QUESTION 2

Refer to the screen capture below:

Filter: | Type # |contains - ﬂm Show | 10 3| records

Server Type User Service Name Login Date and Time 7

10.254.5.80 RADIUS test1 Copy_of_Arube Corporate ACCEPT 2013/04/02 04:31:39
Wireless

10.254.5.80 WEBAUTH 4c6Ddef412ee Health Check for clients ACCEPT 2013/04/02 04:31:17

B Request Detalls PY/02 04:31:10

10 /02 04:28:00

Input Output

Session Identifier: WO0o000024-01-515a5r 14
10, %/02 04:27:49
Date and Time: Apr 02, 2013 04:31:17 UTC
10; End-Host Identifier: 4c60def412ee /02 04:20:24
10. | Username: 4c60def412ee 4/02 04:18:23
10, Access Device IP/Port: - 3/02 04:18:10
System Posture Status; HEALTHY (0)
X
Service: Health Check for clients
Authentication Method: Not applicable

Authentication Source: -

Authorization Source: -

Roles: [Guest]
Enforcement Profiles: [Aruba Terminate Session]
Service Monitor Mode: Disabled
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Based on the Access Tracker output for the user shown above, which of the following statements is true?
A. A NAP agent was used to obtain the posture token for the user.

B. The authentication method used is EAP-PEAP.

C. A Healthy Posture Token was sent to the Policy Manager.

D. A RADIUS-Access-Accept message is sent back to the Network Access Device.

E. The Aruba Terminate Session enforcement profile is applied because the posture check failed.

Correct Answer: C

QUESTION 3

What is RADIUS CoA used for?

A. To authenticate users or devices before granting them access to a network.
B. To force the client to re-authenticate upon roaming to a new Controller.

C. To apply firewall policies based on authentication credentials.

D. To validate a host MAC against a white and a black list.

E. To transmit messages to the NAD/NAS to modify a user\\'s session status.

Correct Answer: E

QUESTION 4

Refer to the following configuration for a VLAN Enforcement Policy: Based on the Policy configuration, if an Engineer
connects to the network on Saturday using RADIUS authentication, what VLAN will be assigned?
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Configuration » Enforcement » Polides » Edit - Vlan enforcement

Enforcement Policies - Vlan enforcement

m Enforcement Rules

Enforcement:

Name: Vian enforcement

Description:

Enforcement Type: RADIUS

Default Profile: Internet VLAN
Rules:

Rules Evaluation Algorithm: First applicable

Conditions Actions
(Tips:Role EQUALS Engineer) :
1. AND (Date:Day-of-Week BELONGS_TO Monday, Tuesday, Wednesday, Thursday, Friday) Full Access VLAN

AND (Connection:Protocol EQUALS RADIUS)

2 (Tips:Role EQUALS Manaager)

‘IAND (Connection:Protocol BELONGS_TO RADIUS, TACACS, WEBAUTH, Application)
(Tips:Role EQUALS Engineer)

|AND (Connection:Protocol BELONGS_TO WEBAUTH)

Full Access VLAN

Employee Vian

A. Full Access VLAN

B. Employee Vian

C. Deny Access

D. Internet VLAN

E. There is not enough data to determine the VLAN result.

Correct Answer: D

QUESTION 5

An employee authenticates using their corporate laptop and runs the dissolvable onguard agent to send a health check
back the Policy Manager. Based on the health of the device a VLAN is assigned to the corporate laptop.

Which licenses are consumed in this scenario?

A. 1 Policy Manager license, 1 Onboard License.
B. 1 Policy Manager license, 1 OnGuard License.
C. 2 Policy Manager licenses, 1 OnGuard License.
D. 1 Policy Manager license, 1 Profile License.

E. 2 Policy Manager licenses, 2 Onguard licenses.

Correct Answer: B
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