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QUESTION 1

Which of the following is TRUE of dual-SSID onboarding?

A. The device connects to the secure SSID for provisioning

B. The Onboard Authorization service is triggered when the user connects to the secure SSID

C. The Onboard Provisioning service is triggered when the user connects to the Provisioning SSID
D. The Onboard Authorization service is triggered during the Onboarding process

E. The Onboard Authorization service is never triggered

Correct Answer: D

QUESTION 2

Refer to the screenshot below:
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Request Details

Input Output Accounting

Session Identifier: RO0O00028d-01-51565341
Date and Time: Mar 30, 2013 10:51:45 SGT
End-Host Identifier: 00216A64F 294

Usermmame: 00216a64F294
Access Device IP/Port: 192.168.0.233:0
System Posture Status: UNKNOWN (100)

Policies Used -

Service: Returning Clients - MAC Authentication

Authentication Method: MAC-AUTH

Authentication Source: Local:localhost

Authonzation Source: [Endpoints Repository], [Insight Repository]
Roles: [MAC Caching], [User Authenticated]
Enforcement Profiles: [Allow Access Profile]

Service Monitor Mode: Disabled

Why is the Insight Repository used as an authorization source for this MAC authentication service?
A. To check how long ago the last web login authentication was done

B. To check how many sessions ago the last web login authentication was done

C. To check how long ago the last MAC authentication was done

D. To run a report when the user authenticates

E. To validate the user\\'s MAC address against the endpoints table

Correct Answer: A

QUESTION 3

Refer to the following configuration for a VLAN Enforcement Policy: Based on the Policy configuration, if an Engineer
connects to the network on Saturday using WEBAUTH authentication, what VLAN will be assigned?
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Configuration » Enforcement = Policies = Edit - Vlan enforcement
Enforcement Policies - Vlan enforcement

BT coormen ot

Enforcement:
Name: Vian enforcement
Description:
Enforcement Type: RADIUS
Default Profile: Internet VLAN
Rules:
Rules Evaluation Algorithm: First applicable
(Tips:Role EQUALS Engineer)
1./AND (Date:Day-of-Week BELONGS_TO Monday, Tuesday, Wednesday, Thursday, Friday) Full Access VLAN

AND (Connection:Protocol EQUALS RADIUS)

(Tips:Role EQUALS Manager)

'|AND (Connection:Protocol BELONGS_TO RADIUS, TACACS, WEBAUTH, Application)
(Tips:Role EQUALS Engineer)

‘|AND (Connection:Protocol BELONGS_TO WEBAUTH)

Full Access VLAN

Employee Vian

A. Full Access VLAN

B. Employee Vlan

C. Deny Access

D. Internet VLAN

E. There is not enough data to determine the VLAN result.

Correct Answer: B

QUESTION 4

What are these RADIUS attributes used for in the Aruba RADIUS dictionary shown here?
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Administration » Dictionaries » RADIUS

RADIUS Dictionaries

RADIUS Attributes °
Vendor Name: Aruba (14823)
# Attribute Name ID Type In/Out =
| 1. Aruba-User-Role 1 String in out _
2. Aruba-User-Vlan 2 Unsigned32 in out k
3. Aruba-Priv-Admin-User 3 Unsigned32 in out
4. Aruba-Admin-Role < String in out
5. Aruba-Essid-Name 5 String in out
6. Aruba-Location-1d 6 String in out
7. Aruba-Port-1d 7 String in out
8. Aruba-Template-User 8 String in out
9. Aruba-Named-Vian 9 String in out
10.| Aruba-AP-Group 10 String

in out =
[Disable | Expor | Close

A. To send information via RADIUS packets to clients.

B. To send information via RADIUS packets to Aruba NADs.
C. To gather information about Aruba NADs for ClearPass.
D. To gather and send Aruba NAD information to ClearPass.
E. To send CoA packets from Clearpass to the Aruba NAD.

Correct Answer: B

QUESTION 5

A customer would like to deploy ClearPass with the following objectives: they have between 2000 to 3000 corporate
users that need to authenticate daily using EAP-TLS. They want to allow for up to 1000 employee devices to be
onboarded. They would also like to allow up to 100 different guest users each day to authenticate using the web login
feature.

Which of the following best describes the license mix that they need to purchase?

A. CP-HW-5k, 100 Onboard, 100 Guest.
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B. CP-HW-500, 1000 Onboard, 100 Guest.
C. CP-HW-2k, 1000 Onboard, 100 Guest.
D. CP-HW-5k, 2500 Enterprise.

E. CP-HW-5k, 1000 Enterprise.

Correct Answer: D
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