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QUESTION 1

A user attempting to log on to a workstation for the first time is prompted for the following information before being
granted access: username, password, and a four-digit security pin that was mailed to him during account registration.
This is an example of which of the following?

A. Dual-factor authentication

B. Multifactor authentication

C. Single factor authentication

D. Biometric authentication

Correct Answer: C

QUESTION 2

A network administrator needs to provide daily network usage reports on all layer 3 devices without compromising any
data while gathering the information. Which of the following would be configured to provide these reports?

A. SNMP
B. SNMPv3
C. ICMP

D. SSH

Correct Answer: B

QUESTION 3

Everyone in the accounting department has the ability to print and sign checks. Internal audit has asked that only one
group of employees may print checks while only two other employees may sign the checks. Which of the following
concepts would enforce this process?

A. Separation of Duties

B. Mandatory Vacations

C. Discretionary Access Control

D. Job Rotation

Correct Answer: A

QUESTION 4
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Which of the following helps to apply the proper security controls to information?
A. Data classification

B. Deduplication

C. Clean desk policy

D. Encryption

Correct Answer: A

QUESTION 5

Separation of duties is often implemented between developers and administrators in order to separate which of the
following?

A. More experienced employees from less experienced employees

B. Changes to program code and the ability to deploy to production

C. Upper level management users from standard development employees
D. The network access layer from the application access layer

Correct Answer: B
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