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QUESTION 1

The Chief Security Officer (CSO) is concerned about misuse of company assets and wishes to determine who may be
responsible. Which of the following would be the BEST course of action? 

A. Create a single, shared user account for every system that is audited and logged based upon time of use. 

B. Implement a single sign-on application on equipment with sensitive data and high-profile shares. 

C. Enact a policy that employees must use their vacation time in a staggered schedule. 

D. Separate employees into teams led by a person who acts as a single point of contact for observation purposes. 

Correct Answer: C 

 

QUESTION 2

Digital signatures are used for ensuring which of the following items? (Select TWO). 

A. Confidentiality 

B. Integrity 

C. Non-Repudiation 

D. Availability 

E. Algorithm strength 

Correct Answer: BC 

 

QUESTION 3

-- Exhibit -- Exhibit -
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Which of the following BEST describes the type of attack that is occurring? 

A. Smurf Attack 

B. Man in the middle 

C. Backdoor 

D. Replay 

E. Spear Phishing 

F. Xmas Attack 

G. Blue Jacking 

H. Ping of Death 
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Correct Answer: A 

 

QUESTION 4

A network administrator is looking for a way to automatically update company browsers so they import a list of root
certificates from an online source. This online source will then be responsible for tracking which certificates are to be
trusted or not trusted. Which of the following BEST describes the service that should be implemented to meet these
requirements? 

A. Trust model 

B. Key escrow 

C. OCSP 

D. PKI 

Correct Answer: A 

 

QUESTION 5

A network administrator noticed various chain messages have been received by the company. Which of the following
security controls would need to be implemented to mitigate this issue? 

A. Anti-spam 

B. Antivirus 

C. Host-based firewalls 

D. Anti-spyware 

Correct Answer: A 
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