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QUESTION 1

Which of the following data security techniques will allow Matt, an IT security technician, to encrypt a system with speed
as its primary consideration?

A. Hard drive encryption
B. Infrastructure as a service
C. Software based encryption
D. Data loss prevention

Correct Answer: A

QUESTION 2

The finance department works with a bank which has recently had a number of cyber attacks. The finance department is
concerned that the banking website certificates have been compromised. Which of the following can the finance
department check to see if any of the bank\\'s certificates are still valid?

A. Bank\\'s CRL

B. Bank\\'s private key

C. Bank\\'s key escrow

D. Bank\\'s recovery agent

Correct Answer: A

QUESTION 3

Datacenter access is controlled with proximity badges that record all entries and exits from the datacenter. The access
records are used to identify which staff members accessed the data center in the event of equipment theft. Which of the
following MUST be prevented in order for this policy to be effective?

A. Password reuse

B. Phishing

C. Social engineering

D. Tailgating

Correct Answer: D

QUESTION 4
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The security administrator is analyzing a user\\'s history file on a Unix server to determine if the user was attempting to
break out of a rootjail. Which of the following lines in the user\\'s history log shows evidence that the user attempted to
escape the rootjail?

A.cd ../..[.././bin/bash

B. whoami

C. Is /root

D. sudo -u root

Correct Answer: A

QUESTION 5

Select the appropriate attack from each drop down list to label the corresponding illustrated attack Instructions: Attacks
may only be used once, and will disappear from drop down list if selected. When you have completed the simulation,
please select the Done button to submit.
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Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.
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Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.
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Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.
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