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QUESTION 1

In a SSL session between a client and a server, who is responsible for generating the master secret that will be used as
a seed to generate the symmetric keys that will be used during the session? 

A. Both client and server 

B. The client\\'s browser 

C. The web server 

D. The merchant\\'s Certificate Server 

Correct Answer: B 

Once the merchant server has been authenticated by the browser client, the browser generates a master secret that is
to be shared only between the server and client. This secret serves as a seed to generate the session (private) keys.
The master secret is then encrypted with the merchant\\'s public key and sent to the server. The fact that the master
secret is generated by the client\\'s browser provides the client assurance that the server is not reusing keys that would
have been used in a previous session with another client. 

Source: ANDRESS, Mandy, ram CISSP, Coriolis, 2001, Chapter 6: Cryptography (page 112). 

Also: HARRIS, Shon, All-In-One CISSP Certification uide, McGraw-Hill/Osborne, 2001, page 569. 

 

QUESTION 2

What is the maximum number of different keys that can be used when encrypting with Triple DES? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: C 

Triple DES encrypts a message three times. This encryption can be accomplished in several ways. The most secure
form of triple DES is when the three encryptions are performed with three different keys. Source: KRUTZ, Ronald L. and
VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security, John Wiley and Sons,
2001, Chapter 4: Cryptography (page 152). 

 

QUESTION 3

A host-based IDS is resident on which of the following? 

A. On each of the critical hosts 

B. decentralized hosts 
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C. central hosts 

D. bastion hosts 

Correct Answer: A 

A host-based IDS is resident on a host and reviews the system and event logs in order to detect an attack on the host
and to determine if the attack was successful. All critical serves should have a Host Based Intrusion Detection System
(HIDS) installed. As you are well aware, network based IDS cannot make sense or detect pattern of attacks within
encrypted traffic. A HIDS might be able to detect such attack after the traffic has been decrypted on the host. This is
why critical servers should have both NIDS and HIDS. 

FROM WIKIPEDIA: 

A HIDS will monitor all or part of the dynamic behavior and of the state of a computer system. Much as a NIDS will
dynamically inspect network packets, a HIDS might detect which program accesses what resources and assure that
(say) a word-processor hasn\\\'t suddenly and inexplicably started modifying the system password-database. Similarly a
HIDS might look at the state of a system, its stored information, whether in RAM, in the file-system, or elsewhere; and
check that the contents of these appear as expected. 

One can think of a HIDS as an agent that monitors whether anything/anyone - internal or external - has circumvented
the security policy that the operating system tries to enforce. 

http://en.wikipedia.org/wiki/Host-based_intrusion_detection_system 

 

QUESTION 4

Which of the following terms can be described as the process to conceal data into another file or media in a practice
known as security through obscurity? 

A. Steganography 

B. ADS - Alternate Data Streams 

C. Encryption 

D. NTFS ADS 

Correct Answer: A 

It is the art and science of encoding hidden messages in such a way that no one, apart from the sender and intended
recipient, suspects the existence of the message or could claim there is a message. 

It is a form of security through obscurity. 

The word steganography is of Greek origin and means "concealed writing." It combines the Greek words steganos (),
meaning "covered or protected," and graphei () meaning "writing." 

The first recorded use of the term was in 1499 by Johannes Trithemius in his Steganographia, a treatise on
cryptography and steganography, disguised as a book on magic. Generally, the hidden messages will appear to be (or
be part of) something else: images, articles, shopping lists, or some other cover text. For example, the hidden message
may be in invisible ink between the visible lines of a private letter. 

The advantage of steganography over cryptography alone is that the intended secret message does not attract attention
to itself as an object of scrutiny. Plainly visible encrypted messages, no matter how unbreakable, will arouse interest,
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and may in themselves be incriminating in countries where encryption is illegal. Thus, whereas cryptography is the
practice of protecting the contents of a message alone, steganography is concerned with concealing the fact that a
secret message is being sent, as well as concealing the contents of the message. 

It is sometimes referred to as Hiding in Plain Sight. This image of trees blow contains in it another image of a cat using
Steganography. 

ADS Tree with Cat inside 

This image below is hidden in the picture of the trees above: 

Hidden Kitty 

As explained here the image is hidden by removing all but the two least significant bits of each color component and
subsequent normalization. 

ABOUT MSF and LSF 

One of the common method to perform steganography is by hiding bits within the Least Significant Bits of a media (LSB)
or what is sometimes referred to as Slack Space. By modifying only the least significant bit, it is not possible to tell if
there is an hidden message or not looking at the picture or the media. If you would change the Most Significant Bits
(MSB) then it would be possible to view or detect the changes just by looking at the picture. A person can perceive only
up to 6 bits of depth, bit that are changed past the first sixth bit of the color code would be undetectable to a human
eye. 

If we make use of a high quality digital picture, we could hide six bits of data within each of the pixel of the image. You
have a color code for each pixel composed of a Red, Green, and Blue value. The color code is 3 sets of 8 bits each for
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each of the color. You could change the last two bit to hide your data. See below a color code for one pixel in binary
format. The bits below are not real they are just example for illustration purpose: 

RED GREEN BLUE 

0101 0101 1100 1011 1110 0011 

MSB LSB MSB LSB MSB LSB 

Let\\'s say that I would like to hide the letter A uppercase within the pixels of the picture. If we convert the letter "A"
uppercase to a decimal value it would be number 65 within the ASCII table , in binary format the value 65 would translet
to 01000001 

You can break the 8 bits of character A uppercase in group of two bits as follow: 01 00 00 01 

Using the pixel above we will hide those bits within the last two bits of each of the color as follow: 

RED GREEN BLUE 

0101 0101 1100 1000 1110 0000 

MSB LSB MSB LSB MSB LSB 

As you can see above, the last two bits of RED was already set to the proper value of 01, then we move to the GREEN
value and we changed the last two bit from 11 to 00, and finally we changed the last two bits of blue to 00. One pixel
allowed us to hide 6 bits of data. We would have to use another pixel to hide the remaining two bits. 

The following answers are incorrect: 

-ADS - Alternate Data Streams: This is almost correct but ADS is different from steganography in that ADS hides data in
streams of communications or files while Steganography hides data in a single file. 

-Encryption: This is almost correct but Steganography isn\\'t exactly encryption as much as using space in a file to store
another file. 

-NTFS ADS: This is also almost correct in that you\\'re hiding data where you have space to do so. NTFS, or New
Technology File System common on Windows computers has a feature where you can hide files where they\\'re not
viewable under normal conditions. Tools are required to uncover the ADS-hidden files. 

The following reference(s) was used to create this question: 

The CCCure Security+ Holistic Tutorial at http://www.cccure.tv 

and 

Steganography tool 

and 

http://en.wikipedia.org/wiki/Steganography 

 

QUESTION 5

The fact that a network-based IDS reviews packets payload and headers enable which of the following? 
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A. Detection of denial of service 

B. Detection of all viruses 

C. Detection of data corruption 

D. Detection of all password guessing attacks 

Correct Answer: A 

Because a network-based IDS reviews packets and headers, denial of service attacks can also be detected. 

This question is an easy question if you go through the process of elimination. When you see an answer containing the
keyword: ALL It is something a give away that it is not the proper answer. On the real exam you may encounter a few
question where the use of the work ALL renders the choice invalid. Pay close attention to such keyword. 

The following are incorrect answers: 

Even though most IDSs can detect some viruses and some password guessing attacks, they cannot detect ALL viruses
or ALL password guessing attacks. Therefore these two answers are only detractors. 

Unless the IDS knows the valid values for a certain dataset, it can NOT detect data corruption. 

Reference used for this question: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
2001, John Wiley and Sons, Page 48. 

SSCP PDF Dumps SSCP VCE Dumps SSCP Study Guide

SSCP PDF Dumps | SSCP VCE Dumps | SSCP Study Guide                                6 / 7

https://www.passapply.com/SSCP.html
https://www.passapply.com/SSCP.html
https://www.passapply.com/SSCP.html
https://www.passapply.com/SSCP.html
https://www.passapply.com/SSCP.html
https://www.passapply.com/SSCP.html


https://www.passapply.com/SSCP.html
2023 Latest passapply SSCP PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.passapply.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © passapply, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

SSCP PDF Dumps | SSCP VCE Dumps | SSCP Study Guide                                7 / 7

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.passapply.com/SSCP.html
https://www.passapply.com/SSCP.html
https://www.passapply.com/SSCP.html

