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QUESTION 1

When a biometric system is used, which error type deals with the possibility of GRANTING access to impostors who
should be REJECTED? 

A. Type I error 

B. Type II error 

C. Type III error 

D. Crossover error 

Correct Answer: B 

When the biometric system accepts impostors who should have been rejected , it is called a Type II error or False
Acceptance Rate or False Accept Rate. 

Biometrics verifies an individual\\'s identity by analyzing a unique personal attribute or behavior, which is one of the
most effective and accurate methods of verifying identification. 

Biometrics is a very sophisticated technology; thus, it is much more expensive and complex than the other types of
identity verification processes. A biometric system can make authentication decisions based on an individual\\'s
behavior, as in signature dynamics, but these can change over time and possibly be forged. 

Biometric systems that base authentication decisions on physical attributes (iris, retina, fingerprint) provide more
accuracy, because physical attributes typically don\\'t change much, absent some disfiguring injury, and are harder to
impersonate. When a biometric system rejects an authorized individual, it is called a Type I error (False Rejection Rate
(FRR) or False Reject Rate (FRR)). 

When the system accepts impostors who should be rejected, it is called a Type II error (False Acceptance Rate (FAR)
or False Accept Rate (FAR)). Type II errors are the most dangerous and thus the most important to avoid. 

The goal is to obtain low numbers for each type of error, but When comparing different biometric systems, many
different variables are used, but one of the most important metrics is the crossover error rate (CER). 

The accuracy of any biometric method is measured in terms of Failed Acceptance Rate (FAR) and Failed Rejection
Rate (FRR). Both are expressed as percentages. The FAR is the rate at which attempts by unauthorized users are
incorrectly accepted as valid. The FRR is just the opposite. It measures the rate at which authorized users are denied
access. 

The relationship between FRR (Type I) and FAR (Type II) is depicted in the graphic below . As one rate increases, the
other decreases. The Cross-over Error Rate (CER) is sometimes considered a good indicator of the overall accuracy of
a biometric system. This is the point at which the FRR and the FAR have the same value. Solutions with a lower CER
are typically more accurate. 

See graphic below from Biometria showing this relationship. The Cross-over Error Rate (CER) is also called the Equal
Error Rate (EER), the two are synonymous. 
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Cross Over Error Rate 

The other answers are incorrect: 

Type I error is also called as False Rejection Rate where a valid user is rejected by the system. 

Type III error : there is no such error type in biometric system. 

Crossover error rate stated in percentage , represents the point at which false rejection equals the false 

acceptance rate. 

Reference(s) used for this question: 

http://www.biometria.sk/en/principles-of-biometrics.html 

and 

Shon Harris, CISSP All In One (AIO), 6th Edition , Chapter 3, Access Control, Page 188-189 

and 

Tech Republic, Reduce Multi_Factor Authentication Cost 

 

QUESTION 2

Which of the following computer recovery sites is only partially equipped with processing equipment? 

A. hot site 

B. rolling hot site 

C. warm site 

D. cold site 
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Correct Answer: C 

A warm site has some basic equipment or in some case almost all of the equipment but it is not sufficient to be
operational without bringing in the last backup and in some cases more computers and other equipment. 

The following answers are incorrect: 

hot site. Is incorrect because a hot-site is fully configured with all the required hardware. The only thing 

missing is the last backup and you are up and running. 

Rolling hot site. Is incorrect because a rolling hot-site is fully configured with all the required hardware. 

cold site. Is incorrect because a cold site has basically power, HVAC, basic cabling, but no or little as far as 

processing equipment is concerned. All other equipment must be brought to this site. It might take a week 

or two to reconstruct. 

References: 

OIG CBK Business Continuity and Disaster Recovery Planning (pages 368 - 369) 

 

QUESTION 3

All following observations about IPSec are correct except: 

A. Default Hashing protocols are HMAC-MD5 or HMAC-SHA-1 

B. Default Encryption protocol is Cipher Block Chaining mode DES, but other algorithms like ECC (Elliptic curve
cryptosystem) can be used 

C. Support two communication modes - Tunnel mode and Transport mode 

D. Works only with Secret Key Cryptography 

Correct Answer: D 

Source: TIPTON, Harold F. and KRAUSE, MICKI, Information Security Management Handbook, 4th Edition, Volume 2,
2001, CRC Press, NY, Pages 166-167. 

 

QUESTION 4

Which TCSEC level is labeled Controlled Access Protection? 

A. C1 

B. C2 

C. C3 

D. B1 
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Correct Answer: B 

C2 is labeled Controlled Access Protection. 

The TCSEC defines four divisions: D, C, B and A where division A has the highest security. 

Each division represents a significant difference in the trust an individual or organization can place on the 

evaluated system. Additionally divisions C, B and A are broken into a series of hierarchical subdivisions 

called classes: C1, C2, B1, B2, B3 and A1. 

Each division and class expands or modifies as indicated the requirements of the immediately prior division 

or class. 

D -- Minimal protection 

Reserved for those systems that have been evaluated but that fail to meet the requirements for a higher division C --
Discretionary protection C1 -- Discretionary Security Protection Identification and authentication Separation of users and
data Discretionary Access Control (DAC) capable of enforcing access limitations on an individual basis Required
System Documentation and user manuals 

C2 -- Controlled Access Protection More finely grained DAC Individual accountability through login procedures Audit
trails Object reuse Resource isolation B -- Mandatory protection B1 -- Labeled Security Protection Informal statement of
the security policy model Data sensitivity labels Mandatory Access Control (MAC) over selected subjects and objects
Label exportation capabilities All discovered flaws must be removed or otherwise mitigated Design specifications and
verification B2 -- Structured Protection Security policy model clearly defined and formally documented DAC and MAC
enforcement extended to all subjects and objects Covert storage channels are analyzed for occurrence and bandwidth
Carefully structured into protection-critical and non-protection-critical elements Design and implementation enable more
comprehensive testing and review Authentication mechanisms are strengthened Trusted facility management is
provided with administrator and operator segregation Strict configuration management controls are imposed B3 --
Security Domains Satisfies reference monitor requirements Structured to exclude code not essential to security policy
enforcement Significant system engineering directed toward minimizing complexity Security administrator role defined
Audit security-relevant events Automated imminent intrusion detection, notification, and response Trusted system
recovery procedures Covert timing channels are analyzed for occurrence and bandwidth An example of such a system
is the XTS-300, a precursor to the XTS-400 

A -- Verified protection 

A1 -- Verified Design 

Functionally identical to B3 

Formal design and verification techniques including a formal top-level specification 

Formal management and distribution procedures 

An example of such a system is Honeywell\\'s Secure Communications Processor SCOMP, a precursor to 

the XTS-400 

Beyond A1 

System Architecture demonstrates that the requirements of self-protection and completeness for reference 

monitors have been implemented in the Trusted Computing Base (TCB). 
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Security Testing automatically generates test-case from the formal top-level specification or formal lower-

level specifications. 

Formal Specification and Verification is where the TCB is verified down to the source code level, using 

formal verification methods where feasible. 

Trusted Design Environment is where the TCB is designed in a trusted facility with only trusted (cleared) 

personnel. 

The following are incorrect answers: 

C1 is Discretionary security 

C3 does not exists, it is only a detractor 

B1 is called Labeled Security Protection. 

Reference(s) used for this question: 

HARE, Chris, Security management Practices CISSP Open Study Guide, version 1.0, april 1999. 

and 

AIOv4 Security Architecture and Design (pages 357 - 361) 

AIOv5 Security Architecture and Design (pages 358 - 362) 

 

QUESTION 5

Single Sign-on (SSO) is characterized by which of the following advantages? 

A. Convenience 

B. Convenience and centralized administration 

C. Convenience and centralized data administration 

D. Convenience and centralized network administration 

Correct Answer: B 

Convenience -Using single sign-on users have to type their passwords only once when they first log in to access all the
network resources; and Centralized Administration as some single sign-on systems are built around a unified server
administration system. This allows a single administrator to add and delete accounts across the entire network from one
user interface. 

The following answers are incorrect: 

Convenience - alone this is not the correct answer. 

Centralized Data or Network Administration - these are thrown in to mislead the student. Neither are a benefit to SSO,
as these specifically should not be allowed with just an SSO. 
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References: TIPTON, Harold F. and KRAUSE, MICKI, Information Security Management Handbook, 4th Edition,
Volume 1, page 35. 

TIPTON, Harold F. and HENRY, Kevin, Official (ISC)2 Guide to the CISSP CBK, 2007, page 180. 
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