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QUESTION 1

Given: You are an independent contractor, hired to perform an indoor site survey and network design for ABC Hotel.
The network will support both hotel staff and guest users. You are interviewing the network manager to determine
business, performance, and security requirements for the future 802.11 WLAN.

What questions should you ask the IT manager? (Choose two)

A. What data cabling is currently installed in the rooms and throughout the hotel?

B. How much RF loss do you expect between hotel rooms?

C. Where are the RF dead zones located within the facility?

D. What types of applications will be used by the hotel staff?

E. Are there any radar systems in use at the hotel that would conflict with the WLAN?

Correct Answer: AD

QUESTION 2

What statements describe industry practices for communication protocols between WLAN controllers and controller-
based APs? (Choose two)

A. All vendors use the same protocol so that APs will interoperate with WLAN controllers from other vendors.
B. Some vendors use proprietary protocols, and some vendors use protocols based on public standards like RFCs.

C. For most vendors, the controller-based APs maintain data and control tunnels with at least two controllers for
immediate failover and redundancy.

D. All vendors support at least one L2 or L3 broadcast protocol for controller discovery by controller-based APs.
E. All vendors recommend using L2 (instead of L3) controller discovery and tunneling protocols in large enterprises.

Correct Answer: BD

QUESTION 3

What is an advantage of using WPA2-Personal instead of WEP-128 as a security solution for 802.11 networks?
A. WPA2-Personal uses 802.1X/EAP for authentication, and WEP-128 uses preshared keys.

B. WPA2-Personal is based on IEEE 802.11 industry standards, but WEP is not.

C. WPA2-Personal uses CCMP for encryption, and WEP-128 uses TKIP for encryption.

D. WPA2-Personal uses dynamic encryption keys, and WEP-128 uses static keys.

E. WPA2-Personal requires complex 64-character hex keys, whereas WEP-128 requires weak 26character hex keys.
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Correct Answer: D

QUESTION 4
In an infrastructure Basic Service Set (BSS), how does the passive scanning process occur?

A. Access points broadcast Beacons on all channels of each radio within the regulatory domain. Nearby client stations
record information found in the Beacons for use in the association process.

B. Client stations broadcast Probe Request frames on all supported channels in the regulatory domain. Nearby access
points respond with Probe Response frames. Client stations record information in the Probe Response frames for use in
the association process.

C. Client stations broadcast Probe Request frames on the single channel for which they are programmed. Nearby
access points respond on that channel with Probe Response frames. Clientstations record information found in the
Probe Response frames for use in the association process.

D. Access points broadcast Beacons on a single channel for which it is programmed. Nearby client stations listen for
Beacon frames and record information found in the Beacons for use in the association process.

Correct Answer: D

QUESTION 5

In an 802.11b/g system, what channels are considered non-overlapping? (Choose two)
A. Channels 5 and 10

B. Channels 1 and 5

C. Channels 3and 7

D. Channels 2 and 8

E. Channels 8 and 11

F. Channels 10 and 13

Correct Answer: AD
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