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QUESTION 1

What statement describes the authorization component of a AAA implementation? 

A. Verifying that a user is who he says he is 

B. Validating client device credentials against a database 

C. Logging the details of user network behavior in order to review it at a later time 

D. Granting access to specific network services according to a user profile 

E. Implementing a WIPS as a full-time monitoring solution to enforce policies 

Correct Answer: D 

 

QUESTION 2

Given: ABC Company has hired you to perform an indoor site survey of their 7-story facility. ABC Company owns the
building and rents out unused floors (floors 2 and 4) to other companies, and the other companies use 

802.11 WLANs already. ABC Company wants all of the offices they occupy to be surveyed as part of the project. 

What actions should be recommended as part of the site survey project? (Choose two) 

A. Verify that RF signals from ABC\\'s APs are not penetrating outside the perimeter of the building. 

B. Determine how much signal strength is bleeding between floors. 

C. Locate wiring closets on each floor occupied by ABC Company. 

D. Identify security best practice violations on neighboring WLANs. 

E. Verify that ABC\\'s APs are not directly above or below APs on adjacent floors. 

Correct Answer: BC 

 

QUESTION 3

The client devices that connect to your network include a mix of dual-band 802.11n, single-band 802.11b/ g, and some
802.11a/g. Your access points are configured with the same SSID on both the 2.4 and 5 GHz bands. The APs are also
configured to prioritize client connectivity to 5 GHz. How does an AP perform band steering to encourage clients to use
5 GHz? 

A. When the client sends a probe request in the 2.4 GHz band, the AP may reply with information about the 5 GHz
BSS. 

B. The AP may ignore the initial probe requests or 802.11 authentication requests sent in the 2.4 GHz band by dual-
band clients 

C. The AP may allow an 802.11 association with the client in the 2.4 GHz band, then send unicast channel switch
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announcements to the client announcing the 5 GHz channel as the new channel. 

D. After receiving probe request frames from the same client in both bands, the AP may send an association request
frame to the client in the 5 GHz band. 

E. The AP may allow an 802.11 association with the client in the 2.4 GHz band, then the AP may perform a transparent
client handoff by transferring the client\\'s MAC address to the 5 GHz radio. 

Correct Answer: B 

 

QUESTION 4

When performing a site survey for a Multiple Channel Architecture (MCA) system in a multi-tenant building with six
floors, what aspect should you, as the site surveyor, keep in mind? 

A. All doors and windows in the building should be open during the site survey to assess maximum coverage range. 

B. The omni-directional antennas of the access points should be oriented parallel to the floor to maximize the coverage
pattern across as many floors as possible. 

C. The channel reuse pattern should be three dimensional with the RF cell extending coverage of each access point to
other floors. 

D. The Fresnel Zone is completely blocked between floors so each floor is considered a separate site survey. 

Correct Answer: C 

 

QUESTION 5

Given: 

As a consultant, you have been hired by ABC Company to implement an outdoor WLAN connection 

between two buildings that are 2 kilometers (1.24 miles) from each other, with no obstructions in between. 

Your first required objective is to create a point-to-point link between the two buildings within the local regulatory body\\'s
800 mW EIRP maximum. 

Your second required objective is to provide an industry-standard security solution capable of supporting mutual
authentication. 

As an optional objective, you must minimize the amount of interference from, and to, nearby WLAN networks. 

You install an OFDM wireless bridge at each building, configuring one in root mode and the other in non-root mode. You
set each radio for 100 mW (20 dBm) and attach 9 dBi omni-directional antennas to both. You configure the network for
WPA2-Enterprise with PEAPv0/EAP-MSCHAPv2 authentication. 

Which statement is true about the solution you chose to deploy? 

A. Your solution meets both required objectives and the optional objective. 

B. Your solution meets the first required objective and the optional objective, but not the second objective. 
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C. Your solution meets the second required objective and the optional objective, but not the first required objective. 

D. Your solution meets neither required objective but meets the optional objective. 

E. Your solution meets both required objectives, but does not meet the optional objective. 

F. Your solution does not meet either required objective, or the optional objective. 

Correct Answer: E 
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