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QUESTION 1

Given: XYZ Company has decided to install an 802.11 WLAN system that will support 1000 wireless users, but they are
concerned about network security. XYZ is interested in deploying standardized security features. In addition to
WPAZ2Enterprise with PEAP and role-based access control, XYZ would like to support management frame protection as
well as a fast secure roaming protocol for future mobile handsets.

As XYZ Company selects a product to deploy, what two IEEE amendments should be supported to provide the
management frame protection and fast secure roaming security features? (Choose two)

A. 802.11]

B. 802.11p
C. 802.11r
D. 802.11u
E. 802.11w
F.802.11z

Correct Answer: CE

QUESTION 2

Given the Wi-Fi certification shown in the exhibit, what statement is FALSE about this device?
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Wi-Fi CERTIFIED™ Interoperability Certificate Certification ID: WFA11082
P 2 This ceriificate lists the capabilities and features that have succes completed Wi-Fi Alliance
181 Fi interoperability testing. Additional information about Wi-Fi Allianc cation programs is

—\ available at www.wi-fl.org/centification_programs.php.
CERTIFIED"
Tested Dual-Band Certificate Date: March 04, 2011
Spatial Selectable . 0
Streams 2.4 GHz 5.0 GHz CouRR. u =
Product: |
Transmit 1 1
Model/SKU #: m = =
Receive 1 1 Category: Tablet .

IEEE Standard Security \em Convergence
M&E

IEEE 802.11a WPA® - Enterprise, Personal CWG-RF
IEEE 802.11b WPA2® - Enterprise, Perso
IEEE B02.11g
IEEE 802.11n Vendor EAP T
IEEE 802.11h EAP-TLS
EAP-TTLS/MSCH

PEAPVO/EAP-MSCI
PEAPV1/E

2

A. This client device supports protection mechanisms such as RTS/CTS and/or CTS-to-Self.
B. This client device supports both TKIP and CCMP cipher suites.

C. 300 Mbps is the maximum supported data rate for this device.

D. This client device supports the ERP, OFDM, and HT physical layer specifications.

E. This client device supports X.509 certificates for EAP authentication.

Correct Answer: C

QUESTION 3

ABC Company is planning a point-to-multipoint outdoor bridge deployment with standalone (autonomous) 802.11 bridge
units. 802.1X/EAP will be used for bridge authentication. What device in the bridge implementation acts as the 802.1X
Authenticator?

A. The RADIUS server

B. All non-root bridges

C. A designated non-root bridge

D. The root bridge
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E. The Ethernet switch

Correct Answer: D

QUESTION 4

When planning an access point deployment that utilizes Power over Ethernet (PoE) switches at the network edge, what
design decision could adversely affect the operation of 802.3af APs?

A. All ports on the Ethernet switch will be supporting Class 3 PoE powered devices.

B. Some APs are connected to a POE switch and are also receiving power from an AC outlet.

C. The Ethernet switch\\'s uplink ports are not connected to an 802.3af-compliant core or distribution Ethernet switch.
D. A gigabit Ethernet switch port supporting an 802.11a/g AP auto-negotiates to 100 Mbps.

E. The installation team is not informed that PoE support will reduce the recommended maximum UTP cabling length
from 100m to 50m.

Correct Answer: A

QUESTION 5

What word describes the bending of an RF signal as it passes from one medium to another medium of a different
density?

A. Diffraction
B. Reflection
C. Refraction
D. Diffusion

E. Scattering

Correct Answer: C
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