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QUESTION 1

Which of the following authentication methods is used by wireless LANs and follows the IEEE 802.11 standard? 

A. Shared key authentication 

B. Digest authentications 

C. Integrated Windows authentication 

D. Operating system authentication 

E. External authentication 

F. Password file authentication 

Correct Answer: A 

 

 

QUESTION 2

Which of the following AP modes can be used for site surveys? 

A. Sniffer mode 

B. Bridge mode 

C. Rogue-detection mode 

D. Local mode 

Correct Answer: D 

 

QUESTION 3

Wi-fi is defined by IEEE _ standard. 

A. 802.2 

B. 802.11 

C. 802.5 

D. 802.3 

Correct Answer: B 

 

QUESTION 4
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John works as a Network Administrator for Web Perfect Inc. The company has a wireless LAN network. John has
configured shared key authentication on a client. The client and the AP start exchanging the frames to enable
authentication. Which of the following vulnerabilities may occur while the client and the AP exchange the challenge text
over the wireless link? 

A. Land attack 

B. Vulnerability attack 

C. Man-in-the-middle attack 

D. DoS attack 

Correct Answer: C 

 

 

QUESTION 5

Which type of antenna radiates energy in a telescope shape? 

A. Unidirectional antenna 

B. Omnidirectional antenna 

C. Highly directional antenna 

D. Semidirectional antenna 

Correct Answer: C 
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