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QUESTION 1

A technician needs to install network device in a SOHO network. The office requires 9 wired workstations to share and
print data. Which of the following can the technician use? 

A. A 12 port unmanaged switch. 

B. A wired router with an 8 port switch and a WAN port. 

C. A wireless router with an 8 port switch, and a WAN port. 

D. A 8 port firewall with one console port. 

Correct Answer: A 

 

 

QUESTION 2

An IP address is encapsulated at which of the following layers of the OSI model? 

A. Transport 

B. Data link 

C. Network 

D. Application 

Correct Answer: C 

 

 

QUESTION 3

A technician working for a company with a wireless network named WirelessA notices a second wireless network
named WirelessB. WirelessB is MOST likely a: 

A. man-in-the-middle attack 

B. rogue access point 

C. evil twin 

D. packet sniffer 

Correct Answer: B 

A rogue access point is a wireless access point that has either been installed on a secure company network without
explicit authorization from a local network administrator, or has been created to allow a hacker to conduct a man-in-
themiddle attack. 
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QUESTION 4

Which of the following DHCP options is used to exclude IP addresses from being distributed to other computers? 

A. Reservations 

B. Suffixes 

C. Leases 

D. Gateways 

Correct Answer: A 

 

 

QUESTION 5

A technician is troubleshooting a network camera. The technician restarted the modem and now the camera is no longer
available from a mobile device. Which of the following has MOST likely occurred? 

A. The public IP address of the network has changed. 

B. The camera has received a new firmware update. 

C. The camera\\'s secure shell has been disabled. 

D. The router has changed the IP of the mobile device. 

Correct Answer: A 
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