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QUESTION 1

Noah,a penetration tester,has been asked by TestKing.com to perform a security test against the company 

network from an internal location. 

The owner of TestKing.com has provided Noah with a network diagram,documentations,and assistance. 

Which of the following would best describe the type of test that Noah is about to perform? 

A. Black Box 

B. Zero Knowledge 

C. White Box 

D. Gray Box 

Correct Answer: C 

 

QUESTION 2

Henry and Paul are debating the purchase of a $1500-00 automated vulnerability software package.What is the main
disadavantage regarding the automated compared to manual assessments: 

A. The network manager gets personal commission when purchasing the software package. 

B. False Positive negative results 

C. Greater degree of accuracy 

D. Reducing Workforce costs 

Correct Answer: B 

 

QUESTION 3

Intrusion Detection Systems have multiple ways to decode the information. 

Which of the following definitions would best describe Protocol Anomaly Detection within an Intrusion Detection System
(IDS) engine? 

A. Interprets the attack as the victim would for greater accuracy 

B. Identifies attacks that are based on condition,not patterns 

C. Compares traffic to RFC standards and reports deviations 

D. Identifies traffic that breaks policy or is not normal for network 

Correct Answer: C 
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QUESTION 4

MS SQL server makes use of Stored Procedures.There is an extended stored procedure called sp_makewebtask that
can be used with data being returned from executed queries.What would you use this stored procedure for? 

A. It is used to start a new web server instance 

B. It is used to create and HTML page 

C. It is used to perform an entry within a database 

D. It is used to schedule a job task 

Correct Answer: B 

 

QUESTION 5

Nathalie,an employee of Corporation XYZ, has notice that Bob,one of her coworkers,has been abusing company assets
and resources for his own personal gain. 

According to good ethics values,what should Nathalie do in this case? 

A. Immediately install a network sniffer and keystroke recorder to monitor Bobs activities. 

B. Retaliate by abusing Bobs resources; he does it to the company,hence why not do it against Bob himself. 

C. Report Bob to upper management where a decision about a course of action can be made along with the HR and
Legal department. 

D. Nathalie should not get involved;this is none of her business. she should simply continue her work day and wait unit
he gets caught. 

Correct Answer: C 
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