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QUESTION 1

Looking at the SOA records presented below,how long will the secondary server wait before it reattempts to synchronize
with the primary server if it was not able to do so when it reached its refresh time of 2 days as presented in the SOA
below? 

A. 15 minutes 

B. 10 minutes 

C. It will never retry and will wait another two days 

D. 900 minutes 

Correct Answer: A 

 

QUESTION 2

When doing a Half-Open Scan what packet type would be expected as a response if the port being probed is closed? 

A. FIN 

B. ACK 

C. RST 

D. RST/ACK 

Correct Answer: D 

 

QUESTION 3

One key skill a penetration Tester must possess is documentation. 

There are different documents that will be produced in the course of doing a penetration test,out of the documents listed
below which one would be the most important document that a Penetration Tester must have in order to be performing a
test? 

A. Network Diagram 

B. Host and services list 

C. Written Authorization 

D. Security Policies 

Correct Answer: C 

 

QUESTION 4
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Looking at the graphic presented below,what destination port is highlighted in the Hex dump presented? Extract the
information from the Hex dump packet captured below. 

A. 53 

B. 69 

C. 50 

D. 80 

Correct Answer: D 

 

QUESTION 5

Which of the following pieces of information can be obtained from a Whois query?Choose all that apply. 

A. Technical point of contact 

B. Authoritative DNS servers 

C. Private IP Address block 

D. Public IP address block 

Correct Answer: ABD 
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