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QUESTION 1

What hashed authentication credentials can be sniffed and possibly cracked offline (assuming time is not an
issue)?Choose all that apply. 

A. LanMan 

B. NTLM 

C. Kerberos 

D. SHA1 

Correct Answer: ABCD 

 

QUESTION 2

A system administrator deploys a Windows-based server in a publicly-accessible DMZ.The sole purpose of this machine
is to run IIS and allow anonymous access.After a few days the security log is full of failed login against the Administrator
account.What is the best strategy to totally prevent future password guessing attempts? Choose the best answer. 

A. Enable account lockout 

B. Change the Administrator password to be even longer 

C. Remove File and Print Sharing for Microsoft Networks on the network adapter 

D. Configure the security policy to shut down the system when the event log is full 

Correct Answer: C 

 

QUESTION 3

When a network switch receives a very large quantity of random MAC addresses which would overfill the Content
Addressable Memory (CAM) table,how will the switch react? 

A. It will drop packets until the tables are cleard and then will resume normal processing. 

B. It will drop the oldest entries in theCAM table to make room for the new packets and will continue working normally 

C. It will revert to being a HUB and will broadcast all traffic on each of the ports 

D. It is impossible to flood the MAC tables because of their very large size. 

Correct Answer: C 

 

QUESTION 4

Bob is using a new sniffer called Ethereal. 
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However,it seems that Bob can only see packets that are sent from and to his own network interface card 

(NIC).He cannot see any traffic from the other station. 

What could be the cause of Bobs problem?(Select two) 

A. The NIC is not in promiscuous mode 

B. The network is using UDP traffic 

C. Bob is connected to a switched network 

D. The sniffer does not support Bobs TCP/IP network stack 

Correct Answer: AB 

 

QUESTION 5

Which of the following items is the least likely to be found while doing Scanning?Choose the best answer. 

A. IP addresses 

B. Operating System 

C. System Owner 

D. Services 

Correct Answer: C 
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