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QUESTION 1

Intrusion Detection Systems have multiple ways to decode the information. 

Which of the following definitions would best describe Protocol Anomaly Detection within an Intrusion Detection System
(IDS) engine? 

A. Interprets the attack as the victim would for greater accuracy 

B. Identifies attacks that are based on condition,not patterns 

C. Compares traffic to RFC standards and reports deviations 

D. Identifies traffic that breaks policy or is not normal for network 

Correct Answer: C 

 

QUESTION 2

If the DS Client software has been installed on Windows 95,Windows 98, and NT 4 computers,what setting of the
LanMan Authentication level should be applied to counteract LanMAn hash sniffing and offline cracking?Choose the
best answer. 

A. Send NTLM v2/Refuse LM and NTLM 

B. Send NTLM only 

C. Send LM and NTLM responses 

D. Send NTLM v2/Refuse LM 

Correct Answer: A 

 

QUESTION 3

Which registry key setting will disable the automatic playing of executables on a CD-room when the CD-room is inserted
into the computer?Choose the best answer. 

A. HKEY_Current_User\System\CurrentControlSet\Control\cdrom\autoplay=0 

B. HKEY_Current_Machine\System\CurrentControlSet\Service\cdrom\autorun=0 

C. HKEY_Current_Machine\System\CurrentControlSet\Service\cdrom\auto=1 

D. HKEY_Current_Machine\System\Services\Windows\cdrom\autoplay=0 

Correct Answer: B 

 

QUESTION 4
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Detailed logging is the enemy of all cracers. 

After getting unauthorized access to a computer,a cracker will attempt to disable logging on the remote 

hosts that he compromises. 

In order to do so there are a few tools that could be used. 

Which of the following command lines would disable auditing on a Windows platform? 

A. auditpol/disable 

B. auditlog/disable 

C. auditpol/off 

D. auditlog/off 

Correct Answer: A 

 

QUESTION 5

Examining all web pages from a site might be a tedious task. 

In order to facilitate such as task you can make use of a web crawler. 

Which of the choices presented below would best describe what a web crawler is used for? 

A. To test the performance of a web server 

B. To perform a load test bringing the remote server to a crawl 

C. To created a mirror copy of a website for later inspection 

D. To attempt escalating your privilege on a compromised web server 

Correct Answer: C 
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