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QUESTION 1

Cisco Catalyst Switches have which feature intended to prevent ARP cache poisoning?Choose the best answer. 

A. ARP watch 

B. Dynamic ARP Inspection 

C. VLANs 

D. IPSec-ready 

Correct Answer: B 

 

QUESTION 2

Which of the following commands would capture all packets going to and from IP address 192.168.1.2 using tcpdump? 

A. tcpdump host 192.168.1.2 

B. tcpdump dest 192.168.1.2 

C. tcpdump any 192.168.1.2/32 

D. tcpdump all 192.168.1.2/24 

Correct Answer: A 

 

QUESTION 3

Which Vulnerability Assessment tools perform dangerous/destructive scans.Choose two. 

A. MS Baseline Analyzer 

B. Nessus 

C. Snort 

D. X-Scan 

Correct Answer: BD 

 

QUESTION 4

When a company wishes to have some asurance that a product is working as per the vendor claim they usually seek
certification.One of the most commonly used certification schemes today is called Common Criteria (CC).Which of the
following terms describe a product that is to be evaluated under the Common Criteria to see how well the product meets
the claims made by the vendor? 
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A. Security Target 

B. Target of evaluation 

C. Protection Profile 

D. EAL4 

Correct Answer: B 

 

QUESTION 5

A malicious hacker has been trying to penetrate TestKing.com from an external network location.He has tried every trick
in his bag but still did not succeed. 

From the choice presented below,what type of logical attempt is he most likely to attempt next? 

A. Elevation of privileges 

B. Pilfering of data 

C. Denial of service 

D. Installation of a back door 

Correct Answer: C 
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