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QUESTION 1

Which of the following exploits/abuse would all be located at the network layer of the OSI model? (Choose all that
applies)

A. Route Spoofing

B. IP Source routing

C. IP Source Address Spoofing
D. ARP Spoofing

Correct Answer: ABC

QUESTION 2

Looking at the SOA records presented below,how long will the secondary server wait before it reattempts to synchronize
with the primary server if it was not able to do so when it reached its refresh time of 2 days as presented in the SOA
below?

A. 15 minutes

B. 10 minutes

C. It will never retry and will wait another two days

D. 900 minutes

Correct Answer: A

QUESTION 3

What technology can be deployed at the network layer to protect against sniffing?Choose the best answer.
A. SSL

B. Certificates

C. IPSec

D. DAl

Correct Answer: C

QUESTION 4

Name Servers are the Penetration Testers best friend. The Domain Name Registration database contains information
about who registered a particular domain.What common command line as well as web based tool could be used to
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extract this information from the public database of Domain Name registration.
A. Whois

B. traceroute

C. SOA Query tool

D. Resolv

Correct Answer: A

QUESTION 5

A null session allows users to connect remotely to other Windows computers on the network.According to the
implementation of NULL Session on Windows platforms,how long would the password be in order to establish a NULL
Session?

A. At least 8 Characters

B. A passphrase is used not a password

C. There is no password involved

D. Windows makes use of Digital Signature in such case,not passwords

Correct Answer: C
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