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QUESTION 1

Which of the following pieces of information can be obtained from a Whois query?Choose all that apply. 

A. Technical point of contact 

B. Authoritative DNS servers 

C. Private IP Address block 

D. Public IP address block 

Correct Answer: ABD 

 

QUESTION 2

A malicious hacker has been trying to penetrate TestKing.com from an external network location.He has tried every trick
in his bag but still did not succeed. 

From the choice presented below,what type of logical attempt is he most likely to attempt next? 

A. Elevation of privileges 

B. Pilfering of data 

C. Denial of service 

D. Installation of a back door 

Correct Answer: C 

 

QUESTION 3

Which of the following techniques would be effective to get around some of the blocking rules on certain firewalls? 

The same technique could be used to avoid detection by intrusion Detection Systems (IDS) in some cases. 

A. Injection 

B. Spoofing 

C. Fragmentation 

D. Diffusion 

Correct Answer: C 

 

QUESTION 4
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What technology has made trojans easy to distribute?Choose the best answer. 

A. Digitally Signed Software 

B. Assembly language 

C. EXE wrappers 

D. Personal firewall software 

Correct Answer: C 

 

QUESTION 5

You have been hired by company WXY to perform a Penetration Test,in this first phase of your test you have been
challenged to remain totally stealthy. Which of the following reconnaissance types would best be used in such a
scenario? 

A. Active 

B. Passive 

C. Intrusive 

D. Allusive 

Correct Answer: B 
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