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QUESTION 1

One of the last steps taken by an attacker will be to configure permanent access to a compromised system. 

However, the installation of a backdoor, installation of new processes,and changes to key files could be very quickly
detected by an administrator. 

What tool would assist the attacker in preventing the administrator from detecting changes to files,new processes that
are running,or other signs that the system might have been compromised? 

A. A Trojan horse 

B. A Rootkit 

C. A Backdoor 

D. A privilege escalation tool 

Correct Answer: B 

 

QUESTION 2

When you create a hash value of the message you wish to send,then you encrypt the hash value using your private key
before sending it to the receiver in order to prove the authenticity of the message.What would this be called within the
cryptography world? 

A. Hashing 

B. Digital Signature 

C. Encryption 

D. Diffie-Hillman 

Correct Answer: B 

 

QUESTION 3

Assuming SNMP Agent devices are IPSec-capable,why would implementing IPSec help protect SNMP Agents?Choose
three. 

A. SNMP is installed by default on Windows computers 

B. SNMP v.2 sends the community name in cleartext 

C. SNMP v.2 does not encrypt any data 

D. IPSec would protect against an attacker spoofing the IP address of the SNMP Management station 

Correct Answer: BCD 
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QUESTION 4

Under the SNMP protocol,what does a trap consist of?Choose the best answer. 

A. It is an early implementation of an Honeypot 

B. It is a backdoor left the developer for quick access 

C. It is an alarm sent by the agent to the manager 

D. Older mechanism that is no longer used by SNMP 

Correct Answer: C 

 

QUESTION 5

What techniques are often used to perform an active-stack fingerprint of an operating system?Choose all that apply. 

A. TCP Window and ACK sampling 

B. TCP sequence number sampling 

C. ICMP Echo integrity 

D. IP Type of Service sampling 

Correct Answer: ABCD 
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