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QUESTION 1

What does a Drop Packet action do? 

A. drops any packet matching thissrc/dst/protocol 

B. drops all packets from the attacker\\'s IP 

C. drops only the specific packet matching the attack 

D. drops the specific session containing the attack pattern 

Correct Answer: C 

 

QUESTION 2

What is "a deviation from a protocol\\'s expected behavior or packet format"? 

A. context 

B. compound attack object 

C. attack signature 

D. protocol anomaly 

Correct Answer: D 

 

QUESTION 3

Which three statements are true about Compound Attack Objects? (Choose three.) 

A. The maximum number of objects is limited to 32. 

B. All entries must use the same protocol for service binding. 

C. You can create custom signatures within the Compound Attack Object. 

D. For a Compound Attack Object to match, only one Attack Object must match. 

Correct Answer: ABC 

 

QUESTION 4

What should you do to build effective security policies? 

A. create specific rules for critical servers first, which look for attacks that are relevant to those servers (such as HTTP
attacks onWebservers); DO NOT make these rules Terminate Match 
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B. create specific rules for critical servers first, which look for attacks that are relevant to those servers (such as HTTP
attacks onWebservers); make these rules Terminate Match 

C. create an Any/Any rule to look for all attacks and make this rule#1; DO NOT select Terminate Match 

D. create an Any/Any rule to look for all attacks and make this rule#1; select Terminate Match 

Correct Answer: B 

 

QUESTION 5

Which statement is true about exporting a Security Policy? 

A. The appearance of the formatting can be changed. 

B. The Security Policy can be exported to PDF from the IDP User Interface. 

C. The Security Policy can only be printed. 

D. The Security Policy can be exported to HTML from the IDP User Interface. 

Correct Answer: B 
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