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QUESTION 1

Click the Exhibit button.

[edit schedulers]

user@host# show

scheduler now {

monday all-day;

tuesday exclude;

wednesday {

start-time 07:00:00 stop-time 18:00:00;
}

thursday {

start-time 07:00:00 stop-time 18:00:00;
1

[edit security policies from-zone Private to-zone External] user@host# show
policy allowTransit {

match {

source-address PrivateHosts;
destination-address ExtServers;
application ExtApps;

}

then {

permit {

tunnel {

ipsec-vpn myTunnel;

1

scheduler-name now;

}

Based on the configuration shown in the exhibit, what will happen to the traffic matching the security
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policy?
A. The traffic is permitted through the myTunnel IPsec tunnel only on Tuesdays.
B. The traffic is permitted through the myTunnel IPsec tunnel daily, with the exception of Mondays.

C. The traffic is permitted through the myTunnel IPsec tunnel all day on Mondays and Wednesdays between 7:00 am
and 6:00 pm, and Thursdays between 7:00 am and 6:00 pm.

D. The traffic is permitted through the myTunnel IPsec tunnel all day on Mondays and Wednesdays between 6:01 pm
and 6:59 am, and Thursdays between 6:01 pm and 6:59 am.

Correct Answer: C

QUESTION 2

Click the Exhibit button.

[edit security policies from-zone trust to-zone untrust]userBheost# show
policy tunnel-traffic |
match |
source-—address local-net;
destination—address -emcte—-netc;
application any;
then |
permit;

You need to alter the security policy shown in the exhibit to send matching traffic to an IPsec VPN tunnel.
Which command causes traffic to be sent through an IPsec VPN named remote- vpn?
A. [edit security policies from-zone trust to-zone untrust] user@host# set policy tunnel-traffic then tunnel remote-vpn

B. [edit security policies from-zone trust to-zone untrust] user@host# set policy tunnel-traffic then tunnel ipsec-vpn
remote-vpn

C. [edit security policies from-zone trust to-zone untrust] user@host# set policy tunnel-traffic then permit ipsec-vpn
remote-vpn

D. [edit security policies from-zone trust to-zone untrust] user@host# set policy tunnel-traffic then permit tunnel ipsec-
vpn remote-vpn

Correct Answer: D

QUESTION 3

Which three security concerns can be addressed by a tunnel mode IPsec VPN secured by AH? (Choose three.)
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A. data integrity

B. data confidentiality

C. data authentication

D. outer IP header confidentiality
E. outer IP header authentication

Correct Answer: ACE

QUESTION 4

You have configured a UTM profile called Block-Spam, which has the appropriate antispam configuration to block
undesired spam e-mails.

Which configuration would protect an SMTP server in the dmz zone from spam originating in the untrust zone?

A. set security policies from-zone dmz to-zone untrust policy anti-spam then permit application- services utm-policy
Block-Spam

B. set security policies from-zone untrust to-zone dmz policy anti-spam then permit application- services utm-policy
Block-Spam

C. set security policies from-zone untrust to-zone dmz policy anti-spam then permit application- services anti-spam-
policy Block-Spam

D. set security policies from-zone untrust to-zone dmz policy anti-spam then permit application- services Block-Spam

Correct Answer: B

QUESTION 5
You must configure a SCREEN option that will protect your router from a session table flood.
Which configuration meets this requirement?

A. [edit security screen] user@host# show ids-option protectFromFlood { icmp { ip-sweep threshold 5000; flood
threshold 2000; } }

B. [edit security screen] user@host# show ids-option protectFromFlood { tcp { syn-flood { attack-threshold 2000;
destination-threshold 2000; } } }

C. [edit security screen] user@host# show ids-option protectFromFlood { udp { flood threshold 5000; } }

D. [edit security screen] user@host# show ids-option protectFromFlood { limit-session { source-ip-based 1200;
destination-ip-based 1200; } }

Correct Answer: D
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