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QUESTION 1

Which of the following Windows installations is MOST likely to contain custom user settings and files?
A. Clean Install

B. Imaging

C. Unattended Installation

D. Remote Network Installation

Correct Answer: B

QUESTION 2

An administrator is concerned about users accessing network shares outside of their job role. Which of the following
would BEST prevent this?

A. Set up shares with permissions based upon group membership.
B. Implement a written policy addressing the issue for all users.

C. Monitor access to the network shares using SNMP.

D. Prevent remote logins to all network shares and drives.

Correct Answer: A

Reference: http://technet.microsoft.com/en-us/library/cc768050.aspx

QUESTION 3

Which of the following are the BEST operating system security practices for a secure workstation? (Select TWO).
A. Install a privacy filter

B. Run CHKDSK regularly

C. Updated malware and virus definitions

D. Regularly schedule defragmentation

E. Enable active scanning

Correct Answer: CE

QUESTION 4
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A technician has upgraded an internal Wi-Fi card on a laptop and now the signal power to connect to a WAP is low.
Which of the following is the MOST likely cause of the issue?

A. WIFI card drivers are not installed.

B. The laptop\\'s memory is faulty.

C. The laptop\\'s battery is dead.

D. One of the antenna wires is unplugged.
Correct Answer: D

Check to see if the WIFI antenna wire is plugged. If it is not plugged, the signal power will be low.

QUESTION 5

A company wants to ensure that the latest cyber security threats are known to the employees across the enterprise to
minimize occurrences. Which of the following should be implemented?

A. Message of the Day

B. Email lists

C. Company forums

D. Regular user education
Correct Answer: D

Educating user is the best way to combat security threats. After all security threats occur when a human carries it across
unknowingly.
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