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QUESTION 1

The security administrator has installed a new firewall which implements an implicit DENY policy by default Click on the
firewall and configure it to allow ONLY the following communication.

1. The Accounting workstation can ONLY access the web server on the public network over the default HTTPS port.
The accounting workstation should not access other networks.

2. The HR workstation should be restricted to communicate with the Financial server ONLY, over the default SCP port.

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default TFTP
port.

Instructions: The firewall will process the rules in a top-down manner in order as a first match The port number must be
typed in and only one port number can be entered per rule Type ANY for all ports. The original firewall configuration can
be reset at any time by pressing the reset button. Once you have met the simulation requirements, click save and then
Done to submit.

Question

Show
Network Diagram

Instructions: The firewall will process the rules in a top-down manner in order as a first match.
The port number must be typed in and only one port humber can be entered per rule.
Type ANY for all ports. The original firewall configuration can be reset at any time

by pressing the reset button. Once you have met the simulatio irements,
click save and then Done to submit.
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Hot Area:
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Rule#  Source Destination Port Protocol Action
{Only One Per Rule)

IR g g [ 8 v v
192.168.10.2/32 Any 143 ANY Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32
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192.168.10.5/32 192.168.10.4/32 (Y \ ¢
10103897 192.168.10.532,
10.10.9.14/32 55450,
10.10.9.18/32 Iy

B "5 = i B

\Any 443 ANY Permit
192.168.10.2/32 22 TEP Deny
192.168.10.3/32 639 upp
192.168.10.4/32

192.168.10.5/32

192.168.100.10/32

192.168.100.18/32

= 4 :- v v | v D¢ v
192.168.10.2/32 Any 443 LLid Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 upp
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32
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Rule # Source Destination Port Protocol Action
{Only One Per Rule)

192.168.10.2/32 Any e ANY Bariil
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32
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QUESTION 2
You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls
on the floor plan-Instructions: All objects must be used and all place holders must be filled Order does not matter When

you have completed the simulation, please select the Done button to submit.

Select and Place:

Question

= Floor Plan

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Unsupervised Lab Security Controls

Locking Cabinets

Printer Laptop
]

e Safe

L__?’

CCTV

Man Trap
Biometric Reader

Proximity Badge

Printer Laptop

Cable Locks

&3 Reset Al

Employee laptop

) | ¢ mw

Employee laptop

Employee laptop

Server Server

Correct Answer:
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— Floor Plan

Question

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.
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QUESTION 3

Security Gontrols
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Bmmetnc Reader
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=
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i Biometric Reader

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to

appropriate Security devices.
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Task: Corfigure the firewall [fill put the tabk] to allow these four rules:
Cﬂﬁfigure the Firewall only aflow the Accounting computer tohave HTTPS access to the Administrative server.
Oy aflow the HR computer to be able to communicate with the Server 2 System ower 5CP.
Allowe the IT computer to hawve acoess ta both the Administrative Server 1 and Administrative

Lerverd

Wb

HR
IP: 10.4.255.10/23 IP; 10.4.255.10/24 IP; 10.4.255.10/25 IF; 10.4.255. 1025

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:
Source IP Destination IP_Port number TCP/UDP Allow Deny
10.4.255.10 10.4.255.101 443 TCP Allow
10.4.255.10 10.4.255.2 22 Allow
10.4.255.10 10.4.255.101 Allow
10.4.255.10 10.4.255.102 Allow

Mote: All servers in the bottom have the same IP address, so something is wrong with this question.

QUESTION 4

JK0-018 VCE Dumps | JK0-018 Study Guide | JKO-018 Exam Questions 7117


https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html

VCE & PDF https://www.passapply.com/JK0-018.html
2021 Latest passapply JK0-018 PDF and VCE dumps Download
PassApply.com

For each of the given items, select the appropriate authentication category from the drop down choices. Select the
appropriate authentication type for the following items:

Hot Area:
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ltern Response

Fingerprint scan ' -

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token E

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication

Smart card =

Biometric autpgi'g‘;icatian
Dne_'l'lme J__).'@}Wcrrd
Multi-factor”

S e —— =
PAP.authientication
ﬂﬂﬁ?\“‘autl‘uentication
“B?\ghetric authentication

Password

_ '_3-3-”‘ Biometric authentication
A80 One Time Password
PR Multi-factor

PAP authentication

PAP authentication
Biometric authentication

PIN number I E

Biometric authentication

One Time Password
Multi-factor

PAP authentication

PAP authentication
Biometric authentication

Retina Scan

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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Correct Answer:
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ltem

Fingerprint scan

Hardware token

Smart card
. "’:—
Password _ a9
O
_4\‘&’\5‘_\36'
P
L°
AN
)
PIN number
Retina Scan
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Response

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

Biometric au_tﬁl_g&f;‘;icatian
One Time Password

Multi-fa
PAP.a

[
\[Bfemetric authentication

Biometric authentication

One Time Password
Multi-factor

PAF authentication
PAP authentication

Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

-

Biometric authentication

One Time Password
Multi-factor

PAFP authentication
PAP authentication

Biometric authentication
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QUESTION 5

For each of the given items, select the appropriate authentication category from the dropdown choices. Instructions:
When you have completed the simulation, please select the Done button to submit.

Hot Area:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card _A(;—Tf\.}

Something you have

Something you know I/';.'.i- \:_‘_'/;
Something youare ¢ O
S © .
All given authenti¢ation, categories
; fﬁ._._.L_x o :
Hardware Token _ %D ¥

.‘_"
= g SN

Sométhmy\yéu have

%pmethmy}b’u know
,TSohgdfﬁmg you are

f.,----.;--_;;:;?]l given authentication categories

Something you have

Something you know

R % ) Something you are
- ‘ﬁ' -.' = " - " -
Qi All given authentication categories
PIN number v|

Something you have
Something you know
Something you are

All given authentication categories

=

Fingerprint scan v |

Something you have

Something you know
Something you are

All given authentication categories
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Correct Answer:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

Item

Retina scan

Smart card

Hardware Token

K Y
AR
‘"\-\.\‘_‘_:l

PIN number

Fingerprint scan

Response

Something you have

Something you know

Something you are

All given authentication categories

Something you have
Something you know I/L;.J;__}.‘_'/’
Something you are ¢, 4

& O 0 T
All given authenti¢ation, categories

. W J

|

s @éﬂﬁﬁﬁ}o’u know
2 @}l}ling you are

,-.-.gil given authentication categories

; — N
Somethin you have

B

b
\.

p I %
L

N
o

Something you have

Something you know

Something you are

All given authentication categories

Something you have

Something you know

Something you are

All given authentication categories

v |

=

Something you have
Something you know
Something you are

All given authentication categories
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