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QUESTION 1
You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls
on the floor plan-Instructions: All objects must be used and all place holders must be filled Order does not matter When

you have completed the simulation, please select the Done button to submit.

Select and Place:

Question

= Floor Plan

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Security Controls

Unsupervised Lab ~
Locking Cabinets

Printer Laptop

=]
=2

Safe

CCTV

Man Trap
Biometric Reader

Proximity Badge

Cable Locks

&3 Reset Al

Employee laptop

) | ¢ mw

Employee laptop

Employee laptop

Correct Answer:
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Floor Plan

Question

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Unsupervised Lab

Printer Laptop

]

Cable Locks l ._ .iC;a)qle |_

Laptop

_ Lh?” :. Cable Lacks I

S

i
H;-a_.,h ’ :*-. | Cabl e Locks ] I

= 5
Printer Laptop
Office
PrsindyBacge # (g
Safe ] l
S~

i Biometric Reader | '

Server

-3

QUESTION 2

Security Gontrols
Locking Cabinets
Safe N
CCTV

Man Trap
Biometric Reader
Proximity Badge

Cable Locks

&3 Reset Al

Employee laptop

o —
- Biometric Reader
I

- —_—

Employee laptop

1 )
(‘ . B|0metr1c: Reader I

Employee laptop

Y | ]
(‘ | Biometric Reader

Ktl

Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have

completed the simulation, please select the Done button to submit.

Hot Area:
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Question

Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Attack Vector Target entified Attack

= ]
.. 'SPEAR PUSHING

e _ = :
, Attacker glams ::urllfldsnhal # HORX
company information VISHING
PHISHING
----------------------------------------------------------------------------------------- PHARMING -~~~
s et of wictims | -
Attacker posts link to E e 4 SPEAR PUSHING
# =._ fake AV software * -k HOAX
R Multiple VISHING
social networks PHISHING
--------------------------------------------------------------- ----------PHARMING
- om— @ Phone-based victim ‘ -
CARD
@‘-_/ Attacker collecting @ ﬁ(P)EA?(R PAIRHIG
l\g/ credit card details | \ VISHING
: PHISHING
““““““““““““““““““““““““““““““““““““““““““““““““““ PHARMING e
o Attacker mass-mails produc Broad set of recipients | -
~NV information to parties 4 # SPEAR PUSHING
M- that have already S“f : @ :]%?-ITNG
receiving advertisements
-------------------------- - ------------------.---------------------------------------------PHARMING - —
-, Attacker rediges(s name — I i~
\.Jf resolution entries from legitimate # W mem, ﬁ(P)EA?(R PUSHING
%"t site to fraudulent site 1 :
} .l& Victims VISHING
PHARMING | T
i =l = Reset All fiii
(1 e S|
Correct Answer:
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Attacks

Question

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Attack Vector

Target

//%entifiad Attack

Attacker gains confidential
company information

Attacker posts link to “’_‘_‘_; ~f
/é fake AV software ‘ e
R Multiple
social networks
 om—
g S
- Attacker collecting
.\_-g/ credit card details )i
57 =
2 Attacker mass-mails produc !E
~ Ly information to parties 4

that have already opt

v

\1..)/ resolution entries from legitimate #
L

.=.-.'.- | e
e

--------------------------------------------------------------------------- O PHARMING
s oad set of victims | -
' 2 ' - * SPEAR PUSHING B
;. K

""""""""""""""" PHARMING
Broad set of recipients | =

X ,]

.}s~  SPEAR PUSHING/
HOAX

VISHING
PHISHING

Targeted CEQ
and board ﬁ"

HOAX

VISHING

PHISHING
----PHARMING

SPEAR PUSHING
HOAX.
MISHING |
PHISHING

SPEAR PUSHING
HOAX

VISHING
[PHISHING |

i Ji=
SPEAR PUSHING

HOAX

VISHING

PHISHING

b
Ly :'Eagiﬁmmm‘l

Victims

| site to fraudulent site
Reset All

QUESTION 3
Determine the types of Attacks from right to specific action.

Select and Place:
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Types of attacks

Task: Determine the types of attacks below by selecting an option
froem the dropdown fist

password ower the phone 1//"\’
-

_ Email sent te multiple users : Phlshlng
- to a link to verify I Choose Attack Type .
username/prssword on O 2. Pharming
external site 3 VlShlng
. ! . .
Phone calls mede to CEQ of 4 Whallng
.‘ ArgRAiEtian Bing far E K_Mas
a1 varigus financial data E S 'I'-
z . Spoofing
7. Hoax
% Phonecall ismade to individual
_" stating thers was an IT issue, I Choose Attack Type I B SPEITI
5 % and astad for the user's g Splm

You're on a sacial madia ingl
BN instANt MmEssage B2g. ! ‘
from afriend wit 1 T3

naw bieaktnroogh di

10. Social Engineering

I Choose Attack Typa |

Afrignd/collgague asks you
guertisne afs persanal ANturs,
which couldbe considered
typical password reset
guestions,

I Choose Attack Type I

Correct Answer:
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Task: Determine the types of attacks below by selecting an option
Types of attacks froen the dropsown st

_ﬁ Email sent te multiple users !

- to 3 link to werify - ¥ izl 1

username/prssword on 1. Phishing @ 2. Pharming
% . X-Mas

external site
Q 6. Spoofing
= 7.Hoax

3 Vishing 8. Spam

Phone calls mede to CEQ of
’ ArERA iRt an BGnE far
varigus financial data

: Phonecall ismade to individual
' stating thers was an IT issue,
and astad for the user's

password ower the phone /"\‘]
=)

You're on a sacial media s 4&‘ d

B INSTANT MESTIEE DOE

from afriend wit AJ:“

new breakthrodgh

Afrignd/collgague asks you r

ﬁu}n;ﬁﬁ:a'l p'ﬁlﬂﬂ" Lok LITT 0 . = =
% which could be considersd 10. Social Englneerlng
f typlcal password reset |
guestions,

QUESTION 4

For each of the given items, select the appropriate authentication category from the drop down choices. Select the
appropriate authentication type for the following items:

Hot Area:
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ltern Response

Fingerprint scan ' -

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token E

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication

Smart card =

Biometric autpgi'g‘;icatian
Dne_'l'lme J__).'@}Wcrrd
Multi-factor”

S e —— =
PAP.authientication
ﬂﬂﬁ?\“‘autl‘uentication
“B?\ghetric authentication

Password

_ '_3-3-”‘ Biometric authentication
A80 One Time Password
PR Multi-factor

PAP authentication

PAP authentication
Biometric authentication

PIN number I E

Biometric authentication

One Time Password
Multi-factor

PAP authentication

PAP authentication
Biometric authentication

Retina Scan

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication

Latest JK0-018 Dumps | JK0-018 Practice Test | JK0-018 Braindumps 8/14


https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html

VCE & PDF https://www.passapply.com/JK0-018.html
2021 Latest passapply JK0-018 PDF and VCE dumps Download
PassApply.com

Correct Answer:
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ltem

Fingerprint scan

Hardware token

Smart card
. "’:—
Password _ a9
O
_4\‘&’\5‘_\36'
P
L°
AN
)
PIN number
Retina Scan
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Response

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

Biometric au_tﬁl_g&f;‘;icatian
One Time Password

Multi-fa
PAP.a

[
\[Bfemetric authentication

Biometric authentication

One Time Password
Multi-factor

PAF authentication
PAP authentication

Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

-

Biometric authentication

One Time Password
Multi-factor

PAFP authentication
PAP authentication

Biometric authentication
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QUESTION 5

The security administrator has installed a new firewall which implements an implicit DENY policy by default Click on the
firewall and configure it to allow ONLY the following communication.

1. The Accounting workstation can ONLY access the web server on the public network over the default HTTPS port.
The accounting workstation should not access other networks.

2. The HR workstation should be restricted to communicate with the Financial server ONLY, over the default SCP port.

3. The Admin workstation should ONLY be able to access the servers on the secure network over the default TFTP
port.

Instructions: The firewall will process the rules in a top-down manner in order as a first match The port number must be
typed in and only one port number can be entered per rule Type ANY for all ports. The original firewall configuration can
be reset at any time by pressing the reset button. Once you have met the simulation requirements, click save and then
Done to submit.

Question

Show
Network Diagram

Instructions: The firewall will process the rules in a top-down manner in order as a first match.
The port number must be typed in and only one port number can be entered per rule.
Type ANY for all ports. The original firewall configuration can be reset at any time

by pressing the reset button. Once you have met the simulatio irements,
click save and then Done to submit.

Public Server Network @@ Secure Network

Mail Server {DNS Server App S b Server T Financial Server
192.168.10.2 §192.168.10.3 192_@ 192.168.10.5 ‘ﬂ 192.168.100.10

ion Network

TRy,

o Purchasing Server
192.168.100.18
L
Accounting Human Resources Sales Admin

10.10.9.12 10.10.9.14 10.10.9.16 10.10.9.18 e

Hot Area:
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Rule #

—

Correct Answer:

Source

b

192.168.10.2/32
192.168.10.3/32
192.168.10.4/32

192.168.10.5/32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

W,

Destination

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32

i v

192.168.10.2/32
192.168.10.3/32
192.168.10.4/32

192.168.10.5:32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100410;

b

WAny
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32

192.168.100.18/32

192.168.10.2/32
192.168.10,3/32
192.168.10.4/32

192.168.10.5/32
10.10.9.12/32
10.10.9.14/32
10.10.9.18/32

Any
192.168.10.2/32
192.168.10.3/32
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32
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Port
{Only One Per Rule)

b

443
22
69

443
22
69

443
22
69
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Protocol Action
v 3|
ANY Permit
TGP Deny
uppP
" | v
ANY Permit
TER Deny
upp
w ! w
ANY Permit
TEP Deny
unP
b v/
ANY Permit
TCE Deny
unpP
12/14
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Rule # Source Destination Port Protocol Action
{Only One Per Rule)
= 1 [ v v i vi v
192.168.10.2/32 Any ;‘;3 ANY Bariil
192.168.10.3/32 192.168.10.2/32 TCP Deny
192.168.10.4/32 192.168.10.3/32 69 UDP
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32 O
B 2 ,' g | g | & @ %) =
192.168.10.2/32 Any 13Q ¥\ ¢ (i Permit
192.168.10.3/32 192.168.10.2/32 %\\ N e Deny
192.168.10.4/32 192 168.10.3/32 uDp
192.168.10.5/32 192.168.10.432_ | () \ ¢
40102 1e02 192.168.10.5/32 1
10.10.9.14/32 192.168.100 {
10.10.9.18/32 x
- @ g [ & ] ¥
Any 443 ANY Permit
192.168.10.2/32 22 1ce Deny
192.168.10.3/32 69 UDP
192.168.10.4/32
192.168.10.5/32
192.168.100.10/32
192.168.100.18/32
= 4 | w [ W b b
192.168.10.2/32 Any 443 gl Permit
192.168.10.3/32 192.168.10.2/32 22 TCP Deny
192.168.10.4/32 192.168.10.3/37 69 uDp
192.168.10.5/32 192.168.10.4/32
10.10.9.12/32 192.168.10.5/32
10.10.9.14/32 192.168.100.10/32
10.10.9.18/32 192.168.100.18/32
Latest JK0-018 Dumps JK0-018 Practice Test JKO0-018 Braindumps

Latest JK0-018 Dumps | JK0-018 Practice Test | JK0-018 Braindumps 13/14


https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html

VCE & PDF https://www.passapply.com/JK0-018.html
2021 Latest passapply JK0-018 PDF and VCE dumps Download
PassApply.com

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success

100% Money Back Guarantee

365 Days Free Update

Instant Download After Purchase

24x7 Customer Support

Average 99.9% Success Rate

More than 800,000 Satisfied Customers Worldwide

Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.passapply.com/allproducts

Need Help

Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Submit A Ticket

One Year Free Update Money Back Guarantee Security & Privacy

Free update is available within One To ensure that you are spending on We respect customer privacy. We
Year after your purchase. After One quality products, we provide 100% use McAfee's security service to
Year, you will get 50% discounts for money back guarantee for 30 days provide you with utmost security for

updating. And we are proud to from the date of purchase. your personal information & peace
boast a 24/7 efficient Customer of mind.

Support system via Email.

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.
Copyright © passapply, All Rights Reserved.

Latest JK0-018 Dumps | JK0-018 Practice Test | JK0-018 Braindumps 14 /14


https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html
https://www.passapply.com/JK0-018.html

