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QUESTION 1

Which of the following are the levels of public or commercial data classification system? Each correct answer represents
a complete solution. Choose all that apply.

A. Secret

B. Sensitive

C. Unclassified
D. Private

E. Confidential
F. Public

Correct Answer: BDEF

QUESTION 2

You work as a Senior Marketing Manger for Umbrella Inc. You find out that some of the software applications on the
systems were malfunctioning and also you were not able to access your remote desktop session. You suspected that
some malicious attack was performed on the network of the company. You immediately called the incident response
team to handle the situation who enquired the Network Administrator to acquire all relevant information regarding the
malfunctioning. The Network Administrator informed the incident response team that he was reviewing the security of
the network which caused all these problems. Incident response team announced that this was a controlled event not an
incident. Which of the following steps of an incident handling process was performed by the incident response team?
A. Containment

B. Eradication

C. Preparation

D. Identification

Correct Answer: D

QUESTION 3

Which of the following types of cyber stalking damage the reputation of their victim and turn other people against them
by setting up their own Websites, blogs or user pages for this purpose?

A. Encouraging others to harass the victim
B. False accusations
C. Attempts to gather information about the victim

D. False victimization
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Correct Answer: B

QUESTION 4

Which of the following test methods has the objective to test the IT system from the viewpoint of a threat-source and to
identify potential failures in the IT system protection schemes?

A. Penetration testing

B. On-site interviews

C. Security Test and Evaluation (STandE)
D. Automated vulnerability scanning tool

Correct Answer: A

QUESTION 5

Which of the following statements is related with the first law of OPSEC?

A. If you are not protecting it (the critical and sensitive information), the adversary wins!
B. If you don\\'t know what to protect, how do you know you are protecting it?

C. If you don\\'t know about your security resources you could not protect your network.
D. If you don\\'t know the threat, how do you know what to protect?

Correct Answer: D
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